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Abstract
We conducted (I) 18 event-related potential (ERP) field tests to detect concealed information regarding major terrorist

crimes and other real-world crimes and (II) 5 ERP tests regarding participation in a classified counterterrorism operation.

This study is a test of the brain fingerprinting scientific standards hypothesis: that a specific set of methods for event-related

potential (ERP) concealed information tests (CIT) known as the brain fingerprinting scientific standards provide the

sufficient conditions to produce less than 1% error rate and greater than 95% median statistical confidence for individual

determinations of whether the tested information is stored in each subject’s brain. All previous published results in all

laboratories are compatible with this hypothesis. We recorded P300 and P300-MERMER ERP responses to visual text

stimuli of three types: targets contain known information, irrelevants contain unknown/irrelevant information, and probes

contain the situation-relevant information to be tested, known only to the perpetrator and investigators. Classification CIT

produced significantly better results than comparison CIT, independent of classification criteria. Classification CIT had 0%

error rate; comparison CIT had 6% error rate. As in previous studies, classification-CIT median statistical confidences were

approximately 99%, whereas comparison CIT statistical confidences were no better than chance for information-absent

(IA) subjects (who did not know the tested information). Over half of the comparison-CIT IA determinations were invalid

due to a less-than-chance computed probability of being correct. Experiment (I) results for median statistical confidence:

Classification CIT, IA subjects: 98.6%; information-present (IP) subjects (who know the tested information): 99.9%;

comparison CIT, IA subjects: 48.7%; IP subjects: 99.5%. Experiment (II) results (Classification CIT): error rate 0%,

median statistical confidence 96.6%. Countermeasures had no effect on the classification CIT. These results, like all

previous results in our laboratory and all others, support the brain fingerprinting scientific standards hypothesis and indicate

that the classification CIT is a necessary condition for a reliable, accurate, and valid brainwave-based CIT. The comparison

CIT, by contrast, produces high error rates and IA statistical confidences no better than chance.
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Comparison CIT � Counterterrorism � Terrorism � Criminal investigation � Scientific standards � Detection of concealed

information � MERMER � Guilty knowledge test � Lie detection � Forensic science � Field study � Forensic neuroscience

Introduction

Previous related research

In our previous field studies (e.g., Farwell et al. 2013), we

applied a very specific method of event-related brain

potential (ERP)-based classification concealed information

test (classification CIT) in the investigation of real-world

crimes. We refer to the particular method practiced therein
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as the ‘‘brain fingerprinting’’ method. In previous publi-

cations (Farwell

1992, 1994, 1995a, 1995b, 2007, 2010, 2012, 2013, 2014;

Farwell and Donchin 1986 [abstract], 1988a [abstract],

1991; Farwell and Smith 2001; Farwell et al. 2013; Farwell

et al. 2014) we have specified in detail what this method

entails and how it differs from other methods of brainwave-

based CITs. Farwell and Farwell (1995) investigated the

role of consciousness in similar neurological and psy-

chophysiological phenomena applying quantum physics

apparatus and protocols.

Farwell and Donchin (1991) applied this method to

detect concealed information regarding both real minor

crimes and mock espionage crimes. Farwell and FBI sci-

entist Sharon Smith (Farwell and Smith 2001; Roberts

(2007); applied this specific method to detect information

regarding real-world events in the lives of FBI agents.

Farwell, FBI scientist Drew Richardson, and present author

Graham Richardson (Farwell et al. 2013) applied it to

detect (1) Information regarding the FBI stored in the

brains of FBI agents; (2) Information regarding bomb

making stored in the brains of improvised explosive device

(IED)/explosive ordnance disposal (EOD) experts; (3) And

information regarding real-world crimes in two studies, one

funded by the CIA. Farwell et al. (2014) applied it in

another CIA-funded study to detect concealed information

known to US Navy military medical experts. All these

studies achieved 0% error rate and over 95% median sta-

tistical confidences.

Independent replications of the same methods, i.e.,

studies that met the brain fingerprinting scientific standards

as described herein (see Appendix 1), consistently achieved

essentially the same results. For example, Allen and Iacono

(1997; see also Miller 2010) also achieved 0% error rate,

high statistical confidences, and resistance to countermea-

sures with the classification CIT in a replication of Farwell

and Donchin’s (1991) study conducted according to the

brain fingerprinting scientific standards. Unlike all of the

above studies except Farwell and Donchin (1991), they

reported some indeterminate results.1 Neshige et al. (1991)

developed a similar method in Japan, using photographs as

stimuli.

The crimes we previously investigated with this method

and reported in previous publications were committed by

one or two individuals acting alone. Planning, if any, was

done solely by the perpetrator(s). These crimes included,

for example, two unplanned murders and one murder

planned and perpetrated by a serial killer.

Highlights of innovation in the present study

The present study comprises the following innovations: the

first application of the ERP-based CIT in real-world

counterterrorism cases; the first application of the ERP-

based CIT in investigation of crimes with multiple perpe-

trators; and the first application of the ERP-based CIT in

detection of information stored in the brains of the planners

as well as the perpetrators of real-world crimes; the first to

empirically compare the classification CIT and the com-

parison CIT in specific-issue cases; the first to empirically

compare the classification CIT and the comparison CIT in

field cases; the first to test the predictions of the brain

fingerprinting scientific standards hypothesis (the only

existing hypothesis to explain the distribution of results in

previous studies) in specific-issue, field, and counterter-

rorism cases and cases involving multiple perpetrators and

planners; and the innovation of applying classification

operating characteristic (COC) curves and analysis and

area between curves (ABC) analysis to ERP data and to

CIT data.

The present study: a counterterrorism and real-
crime field study

In the current study we have included crimes committed by

individuals acting alone or with one or two others, as in

previous studies. For example, we include one unplanned

murder committed by two perpetrators, with one accom-

plice and no one else involved in the crime.

In addition, however, in the present study we have

applied the same ‘‘brain fingerprinting’’ forensic science

method in the investigation of terrorist crimes. These ter-

rorist crimes were planned, orchestrated, and perpetrated

by terrorist organizations involving multiple individuals. In

each case only a few of the individuals physically carried

out the crime at the crime scene, while multiple individuals

were involved in planning and orchestrating the crimes.

Investigation of such terrorist crimes involves different

challenges from those encountered in our previous field

studies.

We designed and conducted brain fingerprinting tests to

detect concealed information regarding a several terrorist

crimes. Examples are as follows:

• A hijacking wherein all of the hijackers were killed.

One handler and one mastermind who planned and

orchestrated the crime remained to be brought to

justice. We developed a brain fingerprinting test to

1 Some discussions of Allen and Iacono (1997) and Farwell and

Donchin (1991) have erroneously misclassified indeterminates as

errors, and consequently have failed to accurately represent the fact

that both of these studies resulted in no false positives and no false

negatives—0% error rate/100% accuracy for the BF classification

CIT.
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detect concealed information known only to the mas-

termind and to the handler (and to investigators).

• A mass shooting involving multiple victims and

multiple shooters. Some of the shooters died at the

scene, along with numerous victims. Some of the

shooters were neither killed, captured, nor identified at

the scene. The surviving shooters, along with the

mastermind and handler, remained to be brought to

justice. We developed a brain fingerprinting test to

detect information known only to the surviving shoot-

ers, the mastermind, and the handler (and to

investigators).

• A suicide bombing in which the suicide bomber died at

the scene, along with multiple victims. A mastermind

planned the attack and recruited the suicide bomber. A

handler provided instructions, explosives, and logistical

support for the suicide bomber. We developed a brain

fingerprinting test to detect information known only to

the mastermind and handler (and to investigators).

We applied these same methods in the investigation of

real-world non-terrorist crimes.

The brain fingerprinting scientific standards
hypothesis

The most striking feature of the research on brainwave-

based concealed information tests to date is the sharp

bimodal distribution of results with respect to both error

rate and statistical confidences for individual determina-

tions. The brain fingerprinting scientific standards hypoth-

esis is the only hypothesis advanced so far to explain this

pattern.

The present paper is a test of the brain fingerprinting

scientific standards hypothesis on the detection of con-

cealed information regarding major real-world terrorist

crimes as well as conventional crimes.

The brain fingerprinting scientific standards hypothesis

explains the following facts. One set of methods has con-

sistently produced error rates of less than 1% (actually, 0%)

and median statistical confidences of greater than 95% in

every published study. Another, fundamentally different set

of methods has produced widely variable error rates,

averaging 20%–30% and sometimes as high as 50%

(chance), along with statistical confidences consistently

averaging no better than chance (50%) for information-

absent determinations.

Farwell, D. Richardson, G. Richardson, and Furedy

(Farwell 2012; Farwell et al. 2013; Farwell et al. 2014)

proposed the brain fingerprinting scientific standards

hypothesis to explain these results. The threefold hypoth-

esis refers to the published brain fingerprinting scientific

standards (Farwell 2012; Farwell et al. 2013; Farwell et al.

2014) as follows:

Hypothesis 1 Applying methods that substantially2 meet

the 20 brain fingerprinting scientific standards provides

sufficient conditions to produce less than 1% error rate3

overall and less than 5% error rate in every individual

study. This holds true (1a) without countermeasures, (1b)

with countermeasures, and (1c) in field cases, where it is

always unknown whether countermeasures are being

practiced or not.

Hypothesis 2 Applying scientific methods that substan-

tially meet the 20 brain fingerprinting scientific standards

provides sufficient conditions to consistently produce

median statistical confidences for individual determina-

tions of 95% overall, including at least 90% for informa-

tion-present determinations (the subject knows the tested

information) and 90% in the opposite direction for infor-

mation-absent determinations (the subject does not know

the tested information). (Farwell et al. 2013) suggested that

data to date would justify increasing this to 95% median

statistical confidences for both.)

Hypothesis 3 Some but not all of the 20 scientific stan-

dards are also necessary conditions to simultaneously

obtain the above described levels of (3a) error rate and (3b)

statistical confidence. The standards that are not necessary

are nevertheless useful in that they improve accuracy and/

or statistical confidence.

Farwell and Donchin’s (1988b, 1991) seminal papers,

wherein the brain fingerprinting scientific standards were

first substantially applied, have been cited by over 3000

subsequent publications in the literature. All published data

to date (and all known unpublished data) are in accord with

the three-part brain fingerprinting scientific standards

hypothesis. No one has published any data contradictory to

this hypothesis. No one has proposed an alternative

hypothesis to explain the striking bimodal distribution of

results in the published data. (See Farwell 2012, 2014 for

reviews.)

The methods reported herein and the brain fingerprinting

scientific standards on which they are based comprise an

application of the classification concealed information test

(CIT). A fundamentally different method is the comparison

CIT. The comparison CIT does not meet the brain finger-

printing scientific standards. As predicted by the brain

2 ‘‘Substantially’’ is precisely and numerically defined in the

Supplementary Material on ‘‘Definition of Terms and Notes on

Terminology.’’.
3 To date, studies that meet the brain fingerprinting standards have

produced 0% error rate. We characterize this as ‘‘less than 1%’’ to

provide a conservative estimate and to avoid the mathematical

anomalies of 0%.
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fingerprinting scientific standards hypothesis, in every

study so far the comparison CIT has failed to produce the

results that have characterized the studies meeting the

standards: near-zero error rates along with high statistical

confidences for both information-present4 and information-

absent determinations.

This study directly compared the results produced by the

classification CIT with the results produced by the com-

parison CIT for the same subjects tested for the same

concealed information regarding the same real-world ter-

rorist attacks and other crimes.

Fundamental principles and procedures
of the classification CIT

To assess whether or not the subject knows specific

information, the BF classification CIT establishes two

templates: one for the subject’s response to known, situa-

tion-relevant information, and another for the subject’s

response to irrelevant information. Then the subject’s

response to the tested information is classified as being

more similar to his response to known, relevant informa-

tion or to his response to irrelevant/unknown information.

To accomplish this, the BF classification CIT presents

three types of stimuli. These consist of words, phrases, or

pictures presented briefly on a computer screen. ‘‘Probes’’

contain the information to be tested. Probes have three

defining characteristics: (1) They consist of correct, salient

information about the investigated situation; (2) The sub-

ject has no way of knowing the probes other than having

participated in the investigated situation; and (3) The

subject denies knowing the information contained in the

probes. For example, if the murder weapon is a knife, and

the subject has never been informed of this fact, and the

subject denies knowing what the murder weapon is, then a

probe stimulus could be ‘‘knife.’’

‘‘Irrelevants’’ contain equally plausible, but in fact

incorrect and irrelevant, information regarding the

investigated situation. The subject’s response to

irrelevants provides a template for the subject’s

response (or lack of a response) to unknown/irrele-

vant information. For each probe, there are two or

more corresponding irrelevants consisting of equally

plausible but incorrect features of the investigated

event. For example, if the description of the probe is

‘‘the murder weapon used in the murder of John

Jones’’ and probe is ‘‘knife,’’ corresponding irrele-

vants could be ‘‘rifle’’ and ‘‘pistol.’’

‘‘Targets’’ contain known, relevant details about the

investigated situation. For example, if the subject

knows he is being investigated for the murder of Joe

Smith, ‘‘Joe Smith’’ could be used as a target stim-

ulus. For each target, two or more equally plausible

but incorrect irrelevants are presented. For example,

if the target is ‘‘Joe Smith,’’ corresponding irrelevants

could be ‘‘Sam Jones’’ and ‘‘Mike Davis.’’

The subject is informed of the significance of the probes

in the context of the investigated situation, but is not

informed which stimuli are probes and which are irrele-

vants. For example, the subject may be told: ‘‘One of the

items you will see on the screen will be the murder

weapon. You will see the words ‘knife,’ ‘pistol,’ and ‘rifle.’

You have told us that you do not know what the murder

weapon is, so you will not recognize it when it is presented,

is this right?’’

The subject is also told of the significance of the targets

in the context of the investigated situation. Unlike probes,

however, targets are explicitly identified to the subject as

being crime-relevant (or situation-relevant). Moreover, the

subject is assigned a specific, differential, overt behavioral

task to perform in response to the targets. The subject is

instructed to press a specific button in response to targets,

and a different button in response to ‘‘everything else.’’

In this and our previous studies, probes and targets each

constitute 1/6 of stimuli presented, and irrelevants consti-

tute 2/3.

A subject who knows the tested information embodied

in the probes recognizes three types of stimuli: known

targets, unknown/irrelevant irrelevants, and known probes.

For such a subject, ‘‘everything else’’ (everything except

the targets for which he pushes a special button) consists of

two types of stimuli: probes that he recognizes as being

relevant and significant in the context of the investigated

situation, and irrelevant stimuli.

A subject who does not know the tested information will

distinguish only two types of stimuli. He will recognize the

targets, which have been clearly identified and require a

specific, overt, differential button-press response. Since he

does not know the probes, and since irrelevants and probes

are equally plausible as being correct features of the

investigated situation, he will not distinguish between

probes and irrelevants. For a subject lacking the knowledge

embodied in the probes, ‘‘everything else’’ will all be

unknown/irrelevant stimuli. For him, true irrelevants are

indistinguishable from (unknown and unrecognized)

probes.

For a subject who knows the tested information, probes

are extremely similar to targets. Both contain known, sit-

uation-relevant information. Thus, brain responses to

probes will be extremely similar to brain responses to

4 In some studies the term ‘‘guilty’’ is used to mean ‘‘information

present’’ and ‘‘innocent’’ is used to mean ‘‘information absent.’’ Since

the brainwave-based CIT detects information, not guilt or innocence,

we prefer the terms ‘‘information present’’ and ‘‘information absent.’’
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targets in every respect. For a subject lacking the tested

information, probes will be indistinguishable from irrele-

vants. Thus, brain responses to probes will be extremely

similar to brain responses to irrelevants.

In this way, the targets provide a template for the sub-

ject’s brain response to known, situation-relevant infor-

mation. The irrelevants provide a template for the subject’s

brain response to unknown/irrelevant information. The data

analysis of the BF classification CIT classifies the subject’s

brain response to the probes as being more similar to his

response to targets, or more similar to his response to

irrelevants. We use the bootstrapping statistical technique

applied to correlations between brain responses to the

different stimulus types to accomplish this classification.

This procedure produces a determination for each subject

and a corresponding statistical confidence, or probability of

being correct, for each individual determination.

If the subject’s response is classified with a high sta-

tistical confidence as being more similar to the known

targets than to the unknown/irrelevant irrelevants, then the

determination is ‘‘information present’’: the subject knows

the information embodied in the probes. If the subject’s

response is classified with a high statistical confidence as

being more similar to his response to the irrelevants, then

the determination is ‘‘information absent’’: he does not

know the tested information. If the subject’s response

cannot be classified with a high statistical confidence in

either direction, then no determination is made. The out-

come is ‘‘indeterminate.’’

In all of our recent studies, targets are relevant to the

investigated situation. In some previous studies (Farwell

and Donchin 1991), targets were inherently irrelevant (like

irrelevants), and artificially made relevant only by the

assigned button-press task. The primary advantage of using

situation-relevant targets is that for a subject who knows

the relevant information situation-relevant targets are more

similar to probes than inherently irrelevant targets would

be. Thus, for an information-present subject, brain

responses to probes and targets tend to be more similar

when targets are situation-relevant, resulting in greater

accuracy and/or statistical confidence. (This and other

advantages are discussed in detail in Farwell 2012 and

Farwell et al. 2013).

Previous real-world, field studies with the BF
classification CIT

The BF classification CIT has been applied in real-world

cases involving two types of tests that detect of two types

of information respectively. Specific issue tests detect

information regarding a particular event that took place at a

particular time and place, such as a crime or terrorist attack

(Farwell and Donchin 1991 [Experiment 2]; Farwell and

Smith 2001; Farwell et al. 2013). Specific screening or

focused screening tests detect information that identifies

people with specific training, expertise, or inside informa-

tion of an agency or group, such as knowledge specific to

FBI agents or bomb makers (Farwell et al. 2013). (The CIT

is not applicable in general screening applications, where

investigators do not know what information they are

seeking to detect.)

Farwell and Donchin (1991) comprised two specific

issue experiments. Experiment 1 was a laboratory study

comprising detecting information regarding a mock espi-

onage scenario. Experiment 2 detected information

regarding minor real-world crimes. Both experiments

achieved 0% error rate/100% accuracy. 12.5% of cases

were indeterminate.

Allen and Iacono (1997) independently replicated Far-

well and Donchin’s (1991) BF classification CIT methods

and results (no false negatives or false positives; some

indeterminates). They also implemented an alternative,

Bayesian data analysis method that produced results that

were highly accurate, albeit not as accurate as the Farwell

and Donchin BF-classification-CIT method.

Farwell and Smith (2001) was a real-life specific issue

experiment that comprised detecting information regarding

non-criminal events in the lives of FBI agents. Results were

0% error rate/100% accuracy, 0% indeterminates, median

statistical confidences for individual determinations of

99.9%, and all individual statistical confidences over 95%.

Farwell et al. (2013) comprised four real-life studies,

two specific issue studies and two specific screening

studies. The CIA real-life study was a specific issue study

funded by the CIA. It comprised detecting information

regarding real-life events, including felony crimes. Results

were 0% error rate/100% accuracy, 0% indeterminates,

median statistical confidences for individual determina-

tions of 99.9%, and all individual statistical confidences

over 95%.

The real crimes real consequences study was a real-life

specific issue test comprising detecting information

regarding real crimes wherein there were life-changing

consequences to the outcome of the test (e.g., conviction

for murder and the death sentence or life in prison). In

cases where there were no judicial consequences, life-

changing consequences were achieved by offering subjects

a $100,000 reward for beating the test. Results were 0%

error rate/100% accuracy and 0% indeterminates.

The FBI agent study was a real-life specific screening

study comprising detecting information unique to FBI

agents. Results were 0% error rate/100% accuracy, 0%

indeterminates, median statistical confidences for individ-

ual determinations of 99.9%, and all individual statistical

confidences over 95%.
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The bomb maker study was a real-life specific screening

study that comprised detecting information unique to bomb

makers (explosive ordnance disposal [EOD] and impro-

vised explosive device [IED] experts). Results were 0%

error rate/100% accuracy, 0% indeterminates, median sta-

tistical confidences for individual determinations of 99.9%,

and all individual statistical confidences over 95%.

Farwell et al. (2014) was a CIA-funded real-life specific

screening study conducted in conjunction with the US

Navy that comprised detecting information known only to

military medical experts. Information-present subjects

were US Navy military medical experts. Results for the BF

classification CIT were 0% error rate/100% accuracy, 0%

indeterminates, and median statistical confidences of

99.9%.

Farwell et al. (2014) compared the results of the BF

classification CIT with the results of the comparison CIT

applied to the same data. The comparison CIT produced

significantly a higher error rate and significantly lower

statistical confidences than the classification CIT. Com-

parison-CIT error rate was 20%. Median statistical confi-

dence was 67%. As predicted by the statistical model,

median statistical confidence for information-absent sub-

jects was no better than chance; in fact, it was less than

chance, 28.9%. More than half of the information-absent

determinations were invalid, having less than 50% com-

puted probability of being correct. Error rate, statistical

confidences, and invalid results are similar to those of

previous comparison-CIT studies in other laboratories.

Median statistical confidence and percentage of invalid

results are in accord with the predictions of the statistical

model for the comparison CIT.

In summary, all previous field and real-life studies on

the BF classification CIT have resulted in 0% error rate/

100% accuracy and extremely high median statistical

confidences. All but one study (Farwell and Donchin 1991)

have also resulted in 0% indeterminates.

Countermeasures

The BF classification CIT, when practiced according to the

20 brain fingerprinting scientific standards (Farwell 2012;

Farwell et al. 2013, 2014) has been shown to be highly

resistant to countermeasures. No one has ever beaten a

classification CIT, when implemented according to these

standards, despite real-world motivations. In past studies,

these motivations have included consequences such as the

death penalty or life in prison, as well as a $100,000 reward

for beating the test (Farwell et al. 2013).

Three types of countermeasures have been reported to

be effective against comparison-CIT methods, including

the complex trial protocol of Rosenfeld et al. (2008). All

CIT methods involve differences in responses to the

different types of stimuli. Countermeasures that have been

effective against some methods have focused on attempting

to manipulate responses to the respective stimulus types.

There are essentially three ways of attempting to do this

that have proven to be effective against the comparison

CIT but not against the BF classification CIT: (1) Addi-

tional attention to irrelevants: Attempting to enhance the

response to irrelevant stimuli by covertly performing a task

(such as moving the toe) in response to each irrelevant

stimulus (Rosenfeld et al. 2004, 2008); (2) Additional

attention to targets: Attempting to enhance the response to

the target stimuli by covertly performing an additional task

in response to targets (Mertens and Allen 2008); (3) ‘‘Try

not to think about it’’: Attempting to reduce brain responses

to probe stimuli by attempting not to think about the event

related to the information contained in the probes (Berg-

ström et al. 2013). A fourth method comprising a simple

mental task designed to distract the subject from the stimuli

(Sasaki et al. 2002) was ineffective.

All of the studies that have reported an effect of coun-

termeasures on error rate have tested procedures that failed

to implement over half of the 20 standard procedures.

Predictably, they all reported high error rates and low

statistical confidences even without countermeasures.

The ‘‘additional attention to irrelevants’’ countermea-

sure has defeated the comparison CIT (Rosenfeld 2004;

Farwell 2011a, b; Farwell et al. 2014), and in particular

Rosenfeld et al.’s (2008) complex trial protocol. In a series

of experiments, the comparison-CIT complex trial protocol

produced error rates of 15% without countermeasures and

29% with countermeasures (for reviews see Farwell

2012, 2014).

Mertens and Allen (2008) tested the effect of the ‘‘ad-

ditional attention to targets’’ and ‘‘additional attention to

irrelevants’’ countermeasures on both a classification CIT

(their ‘‘bootstrapped correlation’’ condition) and a com-

parison CIT (‘‘bootstrapped amplitude difference’’).

Although one of their conditions was a classification CIT,

this study failed to implement several important standard

procedures (7, 12, 18, and 19), and predictably produced

high error rates in all conditions even without

countermeasures.

Both countermeasures tested by Mertens and Allen

(2008) produced a considerable increase in error rate for

the comparison CIT, but no significant difference in error

rate for the classification CIT. In the classification-CIT

condition that most closely resembled Farwell and Donchin

(1991) and our other studies (Mertens and Allen, page 292,

footnote 1), 21% of the determinations made were false

negatives without countermeasures, and only 16% of the

determinations made were false negatives with counter-

measures. In other words, countermeasures not only failed
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to produce more errors in the classification CIT, if anything

they resulted in a (non-significantly) lower error rate.

Mertens and Allen (2008) found the comparison CIT, by

contrast, to be highly susceptible to countermeasures. The

error rate for the comparison CIT was 81% for the coun-

termeasure groups (19% accuracy), which is far worse than

chance (50%) performance. Even without countermea-

sures, the comparison CIT produced 53% errors, worse

than chance performance and dramatically higher error rate

than the classification CIT.

Farwell et al. (2013) showed that the ‘‘additional

attention to irrelevants’’ and the ‘‘additional attention to

targets’’ countermeasures had no effect on the BF classi-

fication CIT when implemented according to the 20 stan-

dard procedures, even when subjects had strong motivation

to beat the test. Farwell et al. taught subjects these coun-

termeasures in a field study on real crimes. All subjects

were correctly detected, with no false positives and no false

negatives. (There were also no indeterminates).

Bergström et al. (2013) tested the ‘‘try not to think about

it’’ countermeasure on a comparison CIT. They applied the

comparison-CIT bootstrapping data analysis method of

Rosenfeld et al. (2004). Their results showed that, like the

other two countermeasure methods described above, the

‘‘try not to think about it’’ countermeasure is effective

against the comparison CIT.5

Although the countermeasure applied was different,

Bergström et al.’s (2013) results for the comparison CIT

both with and without countermeasures were similar to the

results produced by the same comparison-CIT analysis

procedure in the Rosenfeld et al. (2004) study and other

comparison-CIT studies by that group (e.g., Verschuere

et al. 2009). With the experiment and subject group with

the most accurate results, and using the peak-to-peak

comparison-CIT bootstrapping algorithm applied in

Rosenfeld et al. (2004) and that group’s various other

studies, Bergström et al. (2013) reported 30% false nega-

tives without countermeasures, 45% false negatives with

countermeasures, and 17% false positives. These results are

typical of the comparison CIT as applied by Rosenfeld,

Verschuere, Meijer, and others who apply that method.

In addition to demonstrating that the comparison CIT is

highly susceptible to yet another countermeasure, Berg-

ström et al. (2013) reached two conclusions, both of which

are addressed by our present study: (1) ‘‘The generaliz-

ability of our findings is somewhat complicated by the

multitude of different guilty knowledge protocols,’’ and (2)

‘‘It is also crucial that suppression countermeasures are

assessed outside the laboratory. First, memories of a real

crime may differ in intrusiveness from those of a crime

simulation, which could affect suppression success. Sec-

ond, real criminals will likely differ in their motivation to

control retrieval from typical research volunteers.’’

Our study addresses both of these issues. Although the

BF classification CIT incorporating the 20 standard pro-

cedures has been shown to be highly resistant to the other

two types of countermeasures that have defeated the

comparison CIT (including Rosenfeld’s complex trial

protocol), the ‘‘try not to think about it’’ countermeasure

has never been tested on the BF classification CIT. We

tested this countermeasure in the present study.

Moreover, we tested the resistance of the BF classifi-

cation CIT to this countermeasure in field conditions in the

investigation of real crimes, with major consequences to

the outcome, on subjects with high motivation to beat the

test. To provide life-changing motivation in cases where

there were no judicial consequences to the outcome of the

test, we offered a $100,000 reward for beating the BF

classification CIT wherein the brain fingerprinting scien-

tific standards were met.

Understanding the literature: different methods
produce different results

In the literature on the brainwave-based CIT, there is an

obvious bimodal distribution with respect to both error rate

and statistical confidence in the results reported. What has

sometimes escaped commentators, and even some

researchers, is the fact that the two strikingly different

patterns of results are brought about by two very different

sets of methods.

One set of methods, exemplified by Farwell and

Donchin (1991), Farwell and Smith (2001), and Farwell

et al. (2013, 2014) has in every study—including both field

and laboratory studies—produced error rates of less than

1% and median statistical confidences for individual

determinations that are greater than 95%, including greater

than 90% median statistical confidences for both informa-

tion-present and information-absent determinations (Far-

well 2012; Farwell and Richardson 2013). These methods

are also highly resistant to countermeasures. Independent

replications (e.g., Allen and Iacono 1997) have produced

essentially the same results.

A very different set of methods, exemplified by

Rosenfeld et al. (1987, 2004, 2007, 2008, 2018), Meijer

et al. (2007, 2014), Meixner et al. (2009), Meixner and

Rosenfeld (2014), and Lu et al. (2017), has produced an

5 Rosenfeld and colleagues apparently conducted two studies on the

‘‘try not to think about it’’ countermeasure that might have

contributed to the available data on that subject if they had reported

their actual data with respect to detection of concealed information.

According to their discussions, one study found an effect of that

countermeasure on their technique and the other did not. However,

since they computed but did not report statistical confidences and

error rates it is impossible to determine whether their data confirm the

finding by others that their method is susceptible to this

countermeasure.
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order of magnitude higher error rates and dramatically

lower statistical confidences—averaging no better than

chance (50%) for information-absent determinations.

These methods are also highly susceptible to

countermeasures.

To make sense of the bimodal distribution of results

reported in the literature, and in particular the two very

different patterns of results reported, it is necessary to have

an understanding of the fundamental differences in meth-

ods that bring about these extremely different results.

The brain fingerprinting scientific standards specify in

detail the methods that have consistently produced low

error rates and high statistical confidences. In previous

publications (Farwell 2012; Farwell et al. 2013, 2014;

Farwell and Richardson 2013), we have discussed the

methodological differences between the studies reporting

low error rates and high statistical confidences versus the

studies reporting high error rates and low statistical confi-

dences with respect to the specific scientific standards that

were met or not met in the two different groups of studies,

as well as in specific individual studies. The studies

exemplifying the two different modes of the bimodal dis-

tribution differed with respect to their compliance or lack

of compliance with at least 15 of the 20 standards.

The primary difference between the methods that pro-

duced low error rates and high statistical confidences and

those that produced high error rates and low statistical

confidences is that the former practiced the BF classifica-

tion CIT (which meets defining scientific standards 13, 14,

and 17) and the latter practiced the comparison CIT (which

does not meet those particular standards).

The classification CIT is a fundamentally different

paradigm from the comparison CIT. The BF classification

CIT analyzes responses to different types stimuli than those

analyzed in the comparison CIT, and analyzes them in a

fundamentally different way. These differences are

described in detail in the Methods and Discussion sections.

In the present study, as in Farwell et al. (2014), we

directly investigated the differences in results produced by

the BF classification CIT versus the comparison CIT, with

all other variables held constant. We applied both the BF

classification-CIT and the comparison-CIT analysis meth-

ods to the same data, and compared the results produced by

the respective techniques. This allows us to draw conclu-

sions regarding the differences in results produced by the

classification CIT and the comparison CIT in a design in

which everything else except the classification/comparison

distinction is the same for both conditions.

Scientific questions addressed by this research

This research addresses one primary scientific question

(I) and a secondary question (II). Both are relevant to the

practical application of the brainwave-based concealed

information test in field situations in real-world countert-

errorism and criminal investigations.

I. Do field tests on suspects in real-world terrorist crimes

and other crimes support the brain fingerprinting

scientific standards hypothesis?

This fundamental question can be divided into the fol-

lowing parts:

1. Does the classification CIT, when implemented

according to the 20 brain fingerprinting scientific

standards, produce

(A) Error rate, and

(B) Statistical confidences for individual determina-

tions that are viable for field use in real-world

counterterrorism and criminal investigation

applications?

‘‘Viable for field use’’ is defined as meeting the

following criteria:

(i) Less than 1% error rate;

(ii) Median statistical confidences for individual

determinations of at least 95%; including

(iii) Median statistical confidences of at least 90%

for both information-present determinations

and information-absent determinations;

(iv) Produced in the following conditions:

(a) without countermeasures;

(b) with countermeasures; and

(c) in field cases with substantial conse-

quences to the outcome, where it is

unknown for certain whether or not

countermeasures are being applied.

2. Do the 20 brain fingerprinting scientific standards

provide sufficient conditions for a brainwave-based

classification CIT that is viable for field use?

II.

What are the differences, if any, between the results

produced by the BF classification CIT versus the

comparison CIT?

This question can be divided into the following parts:

1. Does the BF classification CIT produce significantly

more accurate and valid results and higher statistical

confidences than the comparison CIT, when all other

variables are held constant?

(i) ‘‘Accurate and reliable’’ constitutes a combi-

nation of lower error rate across subjects and/

or higher statistical confidences within

subjects;
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(ii) To be ‘‘valid’’ a study must use valid statistics

properly and must at a minimum not deter-

mine any subject to be information present or

information absent when the statistics applied

compute a probability of less than 50% that

the selected determination is correct.

(iii) ‘‘All other variables held constant’’ means that

the only difference between the two methods

is the fundamental one: that the classification

CIT classifies the probe responses as being

more similar to the target responses or to the

irrelevant responses, and the comparison CIT

computes whether the probe responses are

larger than the irrelevant responses (and

ignores the targets).

2. Is implementing the BF classification CIT, rather than

the comparison CIT (brain fingerprinting scientific

standards 13, 14, and 17), a necessary condition for a

combination of adequate error rate and adequate

statistical confidences to meet the criteria for viable

field use?

Methods

Material and methods

Subjects

We conducted 24 tests on 23 subjects on information

regarding (1) Terrorist crimes; (2) Other crimes; and (3) A

classified counterterrorism operation.

In Experiment 1 we conducted 19 tests on 18 subjects.

(One subject was tested on information regarding two

different terrorist crimes.) Results of testing showed that 6

subjects were ‘‘information present,’’ i.e., they had infor-

mation stored in their brains regarding specific terrorist

crimes or other known crimes, and that 12 subjects were

‘‘information absent,’’ i.e., lacked such information.

The cases reported were all of the counterterrorism and

criminal cases in specific theaters that we conducted in the

time period during which we were collecting data for this

report. All of the other cases that we conducted in other

theaters and at other times achieved identical error rates

(0%) and extremely similar statistical confidences.

In Experiment 2 we conducted 5 tests on 5 subjects who

were participants in a classified counterterrorism operation.

All were correctly determined to be ‘‘information present.’’

Due to real-world considerations, including the classi-

fied nature of the operations, ongoing counterterrorism

operations and criminal investigations, and uncertainties

regarding the identity and history of some of the subjects,

complete demographic information is unavailable. All

subjects were of sufficient age to meet ethics requirements

(over 18 years).

Experimental procedures were approved by the Brain

Fingerprinting Laboratories ethics committee and per-

formed in accordance with the ethical standards of the 1964

Declaration of Helsinki, including written informed con-

sent prior to participation.

Stimuli

Three types of stimuli consisting of words or phrases were

presented on a computer screen: probes, targets, and

irrelevants. Probes contained specific information relevant

to the investigated situation. In Experiment 1 the investi-

gated situations were different for each test, comprising

terrorist and other crimes. In Experiment 2 the investigated

situation was the same for all subjects, namely a specific

classified counterterrorism operation. The test is designed

to detect the subject’s knowledge or lack of knowledge of

the information contained in the probes as relevant in the

context of the investigated situation.

For each probe (and each target) comparable irrelevants

were structured that contained similar, plausible, but

incorrect information about the investigated situation. For a

subject lacking the relevant knowledge contained in the

probes, the irrelevants and probes were equally plausible as

correct, relevant details. The irrelevants that were compa-

rable to each probe were indistinguishable from the probe

for a subject lacking the tested information.

Each probe contained correct, relevant information fit-

ting the description of that probe. Descriptions of each

probe were presented to each subject in the course of the

experiment. The two irrelevants comparable to each probe

contained incorrect information that would be plausible as

fitting that same description for an individual lacking the

information contained in the probes. For example, a probe

stimulus may be the specific composition of a bomb in a

terrorist bombing, or the content of intercepted communi-

cations between the mastermind, the handlers, and the end

perpetrators in a hijacking. Corresponding irrelevants could

be plausible alternative information that logically could be,

but in fact is not, an accurate description of items matching

this description. For obvious security reasons, the exact

stimuli cannot be given.

Subjects were provided with a description of each probe

that specified the significance of the probe in the context of

the investigated situation, but were not informed which was

the correct, situation-relevant probe and which were the

corresponding irrelevants.
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Similarly, each target stimulus contained correct, situa-

tion-relevant information, and the two irrelevant stimuli

comparable to each target contained comparable, incorrect

but plausible information. Unlike probes, targets were

identified as such in instructions to the subjects.

Stimuli were constructed in groups of six: one probe,

one target, and four irrelevants. For each probe there were

two comparable irrelevants. For each target there were two

comparable irrelevants. We used a ratio of 1/6 targets, 1/6

probes, and 2/3 irrelevants so targets and probes were

relatively rare, which is known to enhance P300 amplitude

(Farwell and Donchin 1988b, 1991).

Our prediction was that targets would elicit a large P300

and P300-MERMER (memory and encoding related mul-

tifaceted electroencephalographic response; see Farwell

2012; Rapp et al. 1993) (or P300 ? LNP—late negative

potential) in all subjects, irrelevants would not elicit a large

P300-MERMER, and probes would elicit a large P300-

MERMER only in information-present subjects. Thus, for

information-present subjects, ERP responses to probes

would be similar to ERPs for targets. For information-ab-

sent subjects, ERP responses to probes would be similar to

ERPs for irrelevants.

For all but one test there were 9 unique probes, 9 unique

targets, and 36 unique irrelevants, a total of 54 unique

stimuli. These comprised 9 groups of stimuli, each con-

sisting of one probe, one target, and four irrelevants. In

each test, 3 groups (comprising one ‘‘stimulus set’’) were

presented. There was one exception to all of this: For one

test, only 2 crime-relevant items that were known only to

the investigators and the perpetrator were available, so

there were only 2 probes, 2 targets, and 4 irrelevants. Each

unique stimulus was presented multiple times, as described

below.

The stimuli were words and short phrases, represented

alphanumerically, presented on a 21.500 AOC LED HD

monitor Model #G2260VWQ6 at a distance of 2400 from
the subject. The text was in white typeface against a blue

background. The average length of stimuli was 12 char-

acters, presented at a horizontal visual angle of 6.4 degrees.

They varied in length from 8 to 16 characters.

Procedure

Before the test, we made certain that the subject understood

the significance of the probes, without revealing which

stimuli were probes. We described the significance of each

probe to the subject. We then showed the subject the probe

and the corresponding irrelevants, along with the descrip-

tion of the significance of the probe, without revealing

which was the probe. Thus, subjects were informed of the

significance of each probe stimulus, but were not told

which stimulus was the probe and which were

corresponding irrelevants. For example, subjects were told,

‘‘One of these three items is the kind of specific projectiles

contained in the suicide vest,’’ followed by a list of one

probe and two irrelevants (in random order). Although the

descriptions of the probes were made known to subjects,

the probe stimuli themselves were never identified as

probes, nor were probes in any way distinguishable from

irrelevants, except to an individual who already knew the

crime-relevant information contained in the probes.

Targets were explicitly identified to the subjects.

Experimental instructions ensured that the subject knew the

targets and their significance in the context of the investi-

gated situation. We described the significance of each

target to the subject. We showed the subject each target and

the corresponding irrelevants, along with the description of

the significance of the target.

We also showed subjects a list of the targets and noted

that subjects would be required to recognize the targets

during the test. We instructed subjects to press one button

in response to targets, and another button in response to

‘‘all other stimuli.’’ The subject’s task was to read and

comprehend each stimulus, and then to indicate by a button

press whether the stimulus was a target stimulus or not.

For a subject possessing the knowledge embodied in the

probes, ‘‘all other stimuli’’ consisted of two types of

stimuli: probes containing the known situation-relevant

information, and irrelevant stimuli. For a subject lacking

the tested knowledge, ‘‘all other stimuli’’ appeared equally

irrelevant. Probes were indistinguishable from irrelevants.

For ‘‘all other stimuli’’ (that is, everything except targets),

the subject was instructed to push the opposite button from

the one pushed in response to targets. This instruction

applied whether the subject perceived these as a single

category—all equally irrelevant, if the subject was infor-

mation absent—or as two categories—(1) Irrelevant, and

(2) Relevant to the concealed information being tested, if

the subject was information present.

The differential button-press task in response to every

stimulus presentation ensured that the subject was required

to read and comprehend every stimulus, including the

probe stimuli, and to prove behaviorally that he had done

so on every trial. (A ‘‘trial’’ is defined as one stimulus

presentation and the resulting brainwave and behavioral

response.) This allowed us to avoid depending on detecting

brain responses to assigned tasks that the subject could

covertly avoid doing, while performing the necessary overt

responses.

This is a critical difference between the method we

employed and other methods such as Rosenfeld’s complex

trial protocol that do not require subjects to distinguish the

different types of stimuli to prove behaviorally on every

trial that they have done so. This feature is specified in the

brain fingerprinting scientific standards, and has been
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shown to be a necessary condition for a valid and reliable

test.

We obtained the permission of all subjects to provide

the information regarding the outcome of the test to

authorities, agencies, and/or judicial forums where it may

be requested as relevant scientific evidence. We explained

to the subjects what relevant information the test could

potentially provide. Before the test, subjects were knowl-

edgeable regarding the possible consequences of the test—

or any other event that might potentially provide relevant

evidence—because they were well informed regarding

their legal situation and any investigations or legal pro-

ceedings in which they were involved. In some cases these

consequences involved life or death, prison sentences, or

other inherently life-changing consequences. All subjects

knew these consequences because they were knowledge-

able regarding their current situation. All subjects had

access to legal counsel and unlimited communication with

anyone with whom they wished to discuss their situation.

To provide for life-changing consequences for all sub-

jects including those for whom there were no judicial

consequences to the outcome, we offered a $100,000

reward for beating the test. This reward applied only to the

BF classification CIT implemented according to the brain

fingerprinting scientific standards, and not to the compar-

ison CIT.

We taught all subjects the ‘‘try not to think about it’’

countermeasure (Bergström et al. 2013) and instructed

them practice it. We used the exact same instructions as

Bergström et al., as closely as can be determined from their

publication. Prior to the test, we instructed the subjects as

follows: ‘‘Try to stop any memories of the event from

coming to mind at all during the test.’’ This instruction

immediately followed the standard instruction in brain

fingerprinting scientific standard #7, as specified below.

Testing was divided into separate blocks. In each block

the computer display presented 72 stimulus presentations

or trials. In each block, 3 stimulus groups (one stimulus set)

were presented. That is, in each block there were 3 unique

probes, 3 unique targets, and 12 unique irrelevants. Each

stimulus was presented 4 times in a block to make the total

of 72 stimulus presentations per block. Stimuli were pre-

sented in random order. Each full test comprised at least 9

blocks.

Immediately before each block, we repeated the

description of the significance of each of the probes and

targets that were to appear in each block (but not the actual

stimuli). For example, ‘‘In this test you will see the secret

location of the control headquarters of the terrorist attack,

the party who supplied the weapons, the code names for the

weapons, the way the instructions were communicated

from the mastermind to the end perpetrators, and the

vehicle used in the attack.’’

Stimuli were presented for 400 ms at an inter-stimulus

interval (ISI; stimulus onset asynchrony—SOA) of

3000 ms. A fixation point (‘‘X’’) was presented for

1000 ms prior to each stimulus. For each trial, the sequence

was a fixation point for 1000 ms, the stimulus (target,

probe, or irrelevant) for 400 ms, a blank screen for

1600 ms, and then the next fixation point.

Trials contaminated by artifacts generated by eye

movements or muscle-generated noise were rejected on-

line, and additional trials were presented until 72 artifact-

free trials were obtained. Trials with a range of greater than

150 microvolts in the electro-oculograph (EOG) channel

were rejected. Data for ‘‘rejected’’ trials were collected and

recorded, but rejected trials did not contribute to the count

of trials presented, so each rejection resulted in an addi-

tional stimulus presentation.

Brain responses were recorded from the midline frontal,

central, and parietal scalp locations (Fz, Cz, and Pz,

International 10–20 System) referenced to the left ear, and

from a location on the forehead to track eye movements.

Custom electrodes were held in place by a custom headset.

Electroencephalograph (EEG) data and electro-oculo-

graph (EOG/eye movement) data were digitized at 500 Hz.

Data were amplified at a gain of 50,000 using custom

amplifiers embedded in a custom Cognionics Quick-20

headset and communicated wirelessly via Bluetooth to the

computer for recording and analysis. Analog filters passed

signals between 1 and 30 Hz. Data were stored on a solid-

state drive for off-line analysis.

Data were recorded in a sound-isolated room. The

subject sat facing the stimulus-display monitor. The

experimenter sat in the same room, out of sight of the

subject.

Data analysis

We analyzed ERP data from the Pz scalp site. Data were

digitally filtered using an equal-ripple, zero-phase-shift,

optimal, finite impulse response, low-pass filter with a

passband cutoff frequency of 6 Hz and a stopband cutoff

frequency of 8 Hz (Farwell et al. 1993). Trials with a range

of greater than 150 microvolts in the EOG channel were

excluded from analysis. We decided on this threshold

based on our previous experience (Farwell and Donchin

1991; Farwell et al. 2013). In exploratory data analysis, we

have varied this threshold considerably, and the results are

robust even if we change this parameter within quite a wide

range.

For each subject’s data we conducted two separate

analyses: a classification-CIT analysis and a comparison-

CIT analysis, applying the respective bootstrapping pro-

cedures described below. The epoch analyzed was 300 to

1500 ms post-stimulus.
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Classification-CIT statistical analysis bootstrapping method

The primary data-analysis task was to determine whether

the ERP responses to the probe stimuli resembled the

responses to the targets, containing a large P300 and P300-

MERMER similar to that elicited by the targets, or whether

the probe responses were more similar to the irrelevant

responses, which lacked a large P300 and P300-MERMER.

We used bootstrapping (Farwell and Donchin

1988a, 1991; Wasserman and Bockenholt 1989; Farwell

et al. 2013; Efron 1979) to determine whether the probe

responses were more similar to the target responses or to

the irrelevant responses, and to compute a statistical con-

fidence for this determination for each individual subject.

The metric for similarity was double-centered correlation.

The bootstrapping procedure accomplished two goals:

(1) To take into account the variability across single trials,

while also maintaining the smooth and relatively noise-free

shape provided by signal averaging (which is vital for

reliable correlation computations); (2) To isolate the criti-

cal variable—knowledge of the information embodied in

the probes—by classifying the responses to the probe

stimuli as being either more similar to the target responses

or to the irrelevant responses.

Figure 1 illustrates the classification-CIT data analysis

method.

Briefly, the bootstrapping procedure for the BF classi-

fication CIT is as follows. We repeat the following pro-

cedure 1000 times. Randomly sample P probes, T targets,

and I irrelevants, with P, T, and I equal to the total number

of probe, target, and irrelevant trials in the data set

respectively. In each iteration, compare the probe-target

correlation with the probe-irrelevant correlation. Count the

number of times that the probe-target correlation is greater

than the probe-irrelevant correlation, and convert this to a

percentage. This is the probability that the probe response

is more similar to the target response than to the irrelevant

response, which is the probability that information present

is the correct determination. 100% minus this is the prob-

ability that the probe response is more similar to the

irrelevant response, which is the probability that informa-

tion absent is the correct determination.

We set an a priori bootstrapping probability criterion of

90% for an information-present determination and 90% (in

the opposite direction) for an information-absent determi-

nation.6 If the probability was greater than 90% that the

probe response was more similar to the target response than

to the irrelevant response, we classified the subject as

information present. If the probability was greater than

90% that the probe response was more similar to the

irrelevant response than to the target response, the subject

was classified as information absent. (This is equivalent to

a probability of less than 10% (i.e., 100%–90%) that

information present is correct).

Fig. 1 Classification CIT Data Analysis. The BF classification CIT

uses bootstrapping on correlations to compute the probability that the

brain response to the probe stimuli is (a) significantly more similar to

the target response than to the irrelevant response (‘‘information

present’’ determination), (b) significantly more similar to the irrele-

vant response than to the target response (‘‘information absent’’

determination), or (c) data are insufficient to make a determination

with a high statistical confidence in either direction (indeterminate—

no determination is made). All determinations, both information

present and information absent, are made with at least a 90%

statistical confidence

6 Here we use ‘‘greater than’’ and ‘‘less than’’ in every case to

describe the relationship between the bootstrap probability and the

criteria for determinations. To be more precise, by convention, in both

the classification CIT and the comparison CIT, if the bootstrap

probability is greater than or equal to the information-present

criterion, the subject is determined as information-present. For the

comparison CIT, all subjects not determined as information present

are determined as information absent. For the classification CIT, if the

bootstrap information-absent probability is greater than or equal to the

information-absent criterion, the subject is determined to be infor-

mation absent.
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If the results did not meet either the criterion for

information present or the criterion for information absent,

we did not classify the subject in either category. The

outcome would then be indeterminate (although there were

no indeterminates in this study or any of our studies since

1992).

In previous BF-classification-CIT research we have set

the criterion for information-absent determinations at 70%

probability that information absent is the correct determi-

nation (30% probability that information present is cor-

rect). Our rationale has been based on the situation

prevalent in the field arenas where we have previously

applied this method. Our previous field applications have

been primarily in the criminal justice system in the US.

From a human rights and ethical point of view, in our

view it is better to be more lenient in making an infor-

mation-absent determination, which generally provides

evidence of innocence, than an information-present deter-

mination, which generally provides evidence of guilt. It is

the view of many in the US that it is better to allow many

people to avoid conviction for crimes of which they are

guilty than to have even one innocent person falsely con-

victed and incarcerated or put to death. Greater leniency in

making an information-absent determination is in accord

with this view.

In the present research, we have raised the criterion for

an information-absent determination to 90% probability for

two reasons. First, our results in previous field studies with

substantial consequences to the outcome (Farwell et al.

2013) have produced higher than 90% statistical confi-

dence for every subject. If we had implemented 90% cri-

terion, our results would have been the same. In fact, in

cases such as the Harrington case where our test provided

exculpatory evidence, statistical confidence was greater

than 99%.

Second, the field counterterrorism applications that

provided some of the data for this study have different

ethical, moral, and human rights implications than those

that were applicable in the criminal investigations in which

we participated previously. The cost in human life and

global security to allowing a terrorist mastermind to escape

prosecution and incarceration, and thus to allow him to

continue his terrorist activities, is much higher than the cost

of letting a common domestic criminal get away with his

crimes. In counterterrorism, unlike the situation in the vast

majority of ordinary crimes, a false negative error could

have disastrous consequences in loss of human life.

Therefore it makes sense to require a high standard for an

information-absent determination, just as it does for an

information-present determination.

For these reasons we have raised the criterion for an

information-absent determination to 90% statistical

confidence, the same as the criterion for an information-

present determination (but in the opposite direction).

The bootstrapping-computed probability that informa-

tion-present is the correct determination is also known as

the bootstrap index. When the bootstrap probability

exceeds the criterion for an information-present determi-

nation, the subject is determined to be information present,

and in this case the bootstrap probability is the statistical

confidence for the information-present determination.

Mathematically, the probability that information absent

is the correct determination is 100% minus the probability

that information present is the correct determination, or

100% minus the bootstrap index. For example, if there is a

5% probability that the probe response is more similar to

the target than to the irrelevant response (information

present is correct), then there is an 95% probability that the

probe response is more similar to the irrelevant response

(information absent is correct).

If the probability was greater than 90% that the probe

response was more similar to the irrelevant response than

to the target response (equivalent to a 10% probability that

the probe response was more similar to the target response,

or 10% bootstrap index), we classified the subject as

information absent. The bootstrap probability that an

information-absent determination is correct (100% minus

the probability that information present is correct) is the

statistical confidence for this information-absent

determination.

Figure 2 illustrates the classification-CIT bootstrap

probabilities and determinations.

Note that the probability that information absent is the

correct determination equals 100% minus the probability

that information present is the correct determination. The

probability that information present is the correct deter-

mination is the statistical confidence for an information-

present determination. The probability that information

absent is the correct determination is the statistical confi-

dence for an information-absent determination. Equiva-

lently, the statistical confidence for an information-absent

determination is 100% minus the originally computed

(information-present) bootstrap probability, or 100% minus

the bootstrap index.

There has been some confusion in the literature because

some authors compute the bootstrap index—which is

equivalent to the statistical confidence for an information-

present determination—and then do not subtract it from

100% when discussing information-absent (or ‘‘innocent’’)

determinations. (This includes our own publication Farwell

and Donchin 1991). There is nothing wrong with dis-

cussing information-absent determinations in relation to

the originally computed bootstrap index, as long as one

keeps in mind the fact that the bootstrap index is the

probability that information absent is the incorrect
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determination (that is, information present is correct).

Some commentators and even some researchers have been

confused in evaluating information-absent determinations

by the fact that a bootstrap index of 80%—which looks

high at first glance—constitutes a 20% probability that

information absent is the correct determination, and a

bootstrap index of 20%—which looks low at first glance—

constitutes an 80% probability that information absent is

the correct determination.

For each subject, each data analysis method produced a

determination and a statistical confidence, e.g., ‘‘informa-

tion present, 99.9% statistical confidence.’’ The statistical

confidence is the probability that the determination is

correct, based on the within-subjects statistical computa-

tion taking into account the size of the effect and the

variability in the data.

Error rate is the percentage of incorrect information-

present (false positive) and information-absent (false neg-

ative) determinations. Accuracy is 100% minus the error

rate.

In reporting error rates and/or accuracy, indeterminates

must be reported as such. In reporting ‘‘accuracy,’’ some

authors have confounded indeterminates with false posi-

tives and/or false negatives, reporting ‘‘accuracy’’ as the

percentage of tests that result in a correct determination,

and hiding the number of indeterminates. This in effect

constitutes misrepresenting all indeterminates as false

negative errors. This irretrievably hides the true error rate if

there are indeterminates, and makes it impossible to make a

meaningful comparison with studies that report the true

error rate. In any meaningful reporting, indeterminates if

any must be identified as such, and not confounded with

false positive or false negative errors. (Some legitimate

techniques such as Bayesian analysis do not allow inde-

terminates, in which case this fact must also be reported).

The BF classification CIT detects information. Ground

truth is whether or not the subject possessed the informa-

tion embodied in the probes at the time of the test. Ground

truth was determined by confession and, when applicable,

judicial outcome of the criminal cases. That is, in every

case either (a) The subject confessed independently of the

test and was proven judicially to be guilty, or (b) Another

person confessed and/or was proven judicially to be guilty,

or (c) The subject did not confess and was found judicially

to be innocent.

We restricted our conclusions to a determination as to

whether or not a subject knew the specific situation-rele-

vant knowledge embodied in the probes at the time of the

test. Our procedures recognize the fact that the brainwave-

based BF classification CIT detects only the presence or

absence of information—not guilt, innocence, honesty,

lying, deception, or any past action or non-action.

Comparison-CIT statistical analysis bootstrapping method

The comparison CIT uses bootstrapping in an entirely

different way from the BF classification CIT. The com-

parison CIT ignores the target responses and applies

bootstrapping to compute the probability that the amplitude

of the probe ERP is larger than the amplitude of the

irrelevant ERP. The amplitude of the ERP response is

defined as the difference between the highest voltage in the

P300 window (300–900 ms) and the lowest voltage in the

LNP window (900–1500 ms). This is the peak-to-peak

amplitude of the P300-MERMER, equivalent to the sum of

the peak amplitudes of the P300 and the LNP. It is some-

times represented as simply the P300 amplitude. (See the

discussion in the Supplementary Material on ‘‘Definition of

Terms and Notes on Terminology’’). Computing the P300

amplitude in this way is in accord with the metric used

previous applications of the comparison CIT, including the

complex trial protocol, e.g., Rosenfeld et al. (2008).

Figure 3 illustrates the comparison-CIT data analysis

method.

The comparison CIT uses the bootstrapping probability

statistic computed on the amplitude of the brain responses

to determine whether (a) The probe response is signifi-

cantly larger than the irrelevant response, or (b) The probe

response is not significantly larger than the irrelevant

Fig. 2 Classification CIT Bootstrap Probabilities and Determinations.

The bootstrapping probability computation computes the probability

that information present is the correct determination. The probability

that information absent is correct is 100% minus the probability that

information present is correct. A determination of either information

present or information absent requires at least a 90% probability that

the selected determination is correct, equivalent to 10% probability

that the opposite determination is correct. Otherwise, no determina-

tion is made
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response. The former results in an information-present

determination. The latter results in an information-absent

determination.

In the comparison-CIT data analysis, trials are randomly

sampled with replacement and averaged as described above

for the BF classification CIT, except that only probe and

irrelevant trials are sampled and averaged. In each of 1000

iterations, the amplitude of the ERP in the sampled probe

average is compared with the amplitude of the ERP in the

sampled irrelevant average. The percentage of times that

the sampled probe ERP is larger than the sampled irrele-

vant ERP provides an estimate of the probability that the

probe ERP is larger than the irrelevant ERP.

As in previous studies in ours and other laboratories,

amplitude is defined as the difference in microvolts

between the largest positive amplitude in the P300 window

(300–900 ms post-stimulus) and the largest negative (or

least positive) amplitude in the following negative LNP

window (900–1500 ms post-stimulus).

If the probability that the probe ERP is larger than the

irrelevant ERP is greater than 90%, then the subject is

determined to be information present. If the probability that

the probe ERP is larger than the irrelevant ERP is less than

90%, then the subject is determined to be information

absent. (The comparison CIT does not have an indetermi-

nate category).

A probability of 90% that information present is correct

(that is, probe ERP is larger than irrelevant ERP) is

equivalent to a probability of 10% (that is, 100%—90%)

that information absent is correct.

Therefore, any subject with a probability of greater than

10% that information absent is correct is determined to be

information absent. This results in subjects being deter-

mined to be information absent when the computed boot-

strap probability is as high as 89.9% that information

present would be the correct determination, that is, as low

as a 10.1% statistically computed probability that the

selected information-absent determination is correct.

Information-absent statistical confidences range from 10.1

to 100%.

The statistical model predicts that the average statistical

confidence for information-absent determinations is 50%,

(chance). This is the approximate result of all previously

published studies on the comparison CIT.

If the statistical confidence is greater than 50%, the

determination is valid, i.e., there is a computed probability

of greater than chance that the selected determination is

correct. If the statistical confidence is less than 50%, the

determination is invalid, i.e., there is a computed proba-

bility of less than chance that the determination is correct.

The statistical model predicts that approximately half of

information-absent determinations will be invalid. This is

Fig. 3 Comparison CIT Data Analysis. The comparison CIT uses

bootstrapping to determine if (a) there is greater than a 90%

probability that the probe response is larger than the irrelevant

response, resulting in an information-present determination; or

(b) there is less than a 90% probability that the probe response is

larger than the irrelevant response, resulting in an information-absent

determination. The probability that information absent is the correct

determination is 100% minus the probability that information present

is correct. Information-present determinations have a statistical

confidence of at least 90%. Information-absent determinations have

a statistical confidence of greater than 10%. The statistical model

predicts that the average statistical confidence for information-absent

determinations is 50% (chance). If the statistical confidence is greater

than 50%, the determination is valid, i.e., there is a computed

probability of greater than chance that the selected determination is

correct. If the statistical confidence is less than 50%, the determina-

tion is invalid, i.e., there is a computed probability of less than chance

that the determination is correct
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the approximate result of all previously published studies

on the comparison CIT.

Figure 4 illustrates the comparison CIT bootstrap

probabilities and determinations.

According to the predictions of the statistical model and

all results of the comparison CIT reported in the literature

to date, statistical confidences for the comparison CIT

average 50% (chance).

According to the predictions of the statistical model as

well as the results of all studies published to date,

approximately half of all information-absent determina-

tions by the comparison CIT are invalid.

In summary, the possible outcomes of the statistical

computations for the comparison CIT are correct positive,

correct valid negative, correct invalid negative, false pos-

itive, and false negative.

The common comparison-CIT practice of presenting

invalid but ‘‘correct’’ results—that is, chosen determina-

tions that have a less-than-chance (50%) probability of

being correct—produces obvious logical and statistical

anomalies. An alternative to reporting invalid results and

less-than-chance statistical confidences is to lower the

criterion for determining a subject to be information pre-

sent to 50%. This means the criterion for an information-

absent determination is 100% - 50% = 50% as well. With

this criterion, all determinations are valid. Each subject is

assigned whichever determination has a greater probability

of being correct. The probability that each determination is

correct is better than chance in every case. This results in a

trade-off between statistical confidence and error rate,

however.

We have presented the results of the comparison CIT

below for both methods, the 90% information-present cri-

terion/10% information-absent criterion and the 50%/50%

criterion for both.

With a 50%/50% criterion, all determinations are valid:

all are computed to be more likely than not to be correct.

All determinations have a greater than 50% computed

probability of being correct. All determinations have a

statistical confidence of greater than chance. However, an

‘‘information absent’’ determination with a statistical con-

fidence of 51%, although valid, is not of practical use. To

know that there is a 51% probability that the subject is

information absent provides little information about the

reality of the situation.

If the probability is greater than 70% that information

absent is the correct determination, however, this provides

at least some potentially useful information.

Therefore, in addition to tabulating the results for the

90%/10% statistical confidence criterion and the 50%/50%

statistical confidence criterion, we have also applied a third

metric, tabulating which correct information-absent deter-

minations have a greater than 70% statistical confidence.

(Unlike some information-absent determinations, all

information-present determinations meet this criterion

because they must meet the higher 90% information-pre-

sent criterion.)

Conventional signal-detection methods for illustrating error
rate as a function of probability criteria are inadequate

Most common metrics and visualization modalities for

assessing the trade-off between correct determinations and

errors as a function of the criteria for determinations are

inadequate for representing any classification-CIT data,

including the data of the present study, for several reasons.

One common method for illustrating and analyzing the

results of the conventional ANS-based CIT is signal-de-

tection theory and receiver operating characteristic (ROC)

curves. As the name implies, receiver operating charac-

teristic analysis was developed to analyze the operating

characteristics of signal receivers, for example, to deter-

mine whether a blip on a radar screen was substantial

enough to indicate the presence of a ship, or not. Such

methods can readily be applied to estimate, for example,

whether a change in skin conductance was large enough to

indicate deception, or not. The signal is reduced to a single

Fig. 4 Comparison CIT Bootstrap Probabilities and Determinations.

If the probability is greater than 90% that information present is the

correct determination (less than 10% probability that information

absent is correct), the subject is determined as information present. If

the probability is less than 90% that information present is correct

(greater than 10% probability that information absent is correct), the

subject is determined as information absent. If the selected informa-

tion-absent determination has greater than chance (50%) probability

of being correct, it is a valid information-absent determination. If the

probability that the selected information-absent determination is

correct is less than chance (50%), it is an invalid information-absent

determination
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number, and if this number exceeds a threshold, it is

classified as a detected signal. If not, then not.

ROC curves can be used to represent the data of the

comparison CIT because there is only a single criterion that

can be represented by a single number (P300 amplitude).

For each subject, this number can be compared to a single

criterion to make the relevant determination. Any subjects’

data not determined as information-present is automatically

determined as information absent. The information-absent

criterion is determined by the information-present crite-

rion: the latter is simply 100% minus the former. Thus, the

data set for multiple subjects with respect to a single cri-

terion can be represented by a single line on a graph.

Data analysis in the classification CIT, however, is

fundamentally different process. The classification-CIT

data analysis not a signal-detection problem with a single

criterion. It is a pattern-classification algorithm, with two

separate template patterns in relation to which each sub-

ject’s response-pattern ERP data are analyzed.

The entire pattern of the ERP response to probes (not

just a single number representing amplitude) is classified as

being either (1) Significantly more similar to the brain-

response pattern elicited by target stimuli than that elicited

by irrelevant stimuli, resulting in an information-present

determination; (2) Significantly more similar to irrelevant

responses than to target responses, resulting in an infor-

mation-absent determination; or (3) If neither criterion is

met, no determination is made, and the data are not clas-

sified as either information present or information absent;

the outcome is indeterminate.

The primary reason that conventional ROC curves

cannot be applied to our data—or to any pattern-classifi-

cation data analysis involving multiple types of data and

multiple classification categories—is that conventional

ROC analysis assumes that there is a single cut-off point

for making a determination. This assumption applies in the

comparison CIT, both with ANS measures and with ERPs.

However, it does not apply in the classification CIT.

The classification CIT necessitates two separate criteria,

one bootstrap probability criterion for information-present

determinations and a separate probability criterion (in the

opposite direction) for information-absent determinations.

Moreover, the classification CIT requires an indeterminate

category, which is not represented in an ROC curve.

Consequently, ROC curves cannot adequately represent

classification-CIT data.

Moreover, conventional methods of aggregating data

have another shortcoming with respect to classification-

CIT data. Conventional methods such as ROC curves do

not preserve the statistical confidence of individual deter-

minations. Such methods treat an information-absent

determination with a statistical confidence–the computed

probability that the determination is correct—of 99.9% no

differently than an information-absent determination with a

statistical confidence of 51%, effectively no better than

chance, or even an invalid determination made with a

computed probability of less than chance of being correct.

Moreover, even if they were applicable, conventional

methods would provide limited useful information for our

data because they are subject to a ceiling effect in the

results of the BF classification CIT. In the present research,

any criterion between 97.6 and 8.6% statistical confidence

for information-present determinations combined with any

criterion between 91.4 and 2.4% statistical confidence for

information-absent determinations results in the same 0%

error rate (see the Results section). Clearly, a more refined

instrument than ROC curves and conventional signal-de-

tection analysis is required. We have implemented such a

method.

Pattern-classification methods are effective for illustrating
and analyzing error rate as a function of probability criteria

We have applied pattern-classification methods for illus-

trating and analyzing our data. Such methods are suit-

able for application in a pattern-classification task such as

the ERP-based classification CIT that comprises multiple

types of data (responses to targets, probes, and irrelevants)

and multiple classification categories (information present,

information absent, or neither). Such methods also can be

applied to compute statistical confidence/probability of

error for hypotheses regarding which method (classification

CIT or comparison CIT) is more accurate and reliable in

making determinations. Pattern-classification methods

provide for robust statistical analysis and comparison of the

results of different experimental-designs. These analyses

and comparisons are independent of the criteria selected for

the respective determinations.

Classification operating characteristic (COC) curves and area
between curves (ABC)

The task of representing the data across all subjects for the

classification CIT comprises the following aspects. The

bootstrap probability computational results for each subject

must be represented, along with two additional features: the

classification accuracy according to all possible informa-

tion-present criteria and the classification accuracy

according to all possible information-absent criteria. The

classification accuracy for both information-present and

information-absent determinations must be represented for

each of the possible bootstrap probability criteria. The

bootstrap probability figures computed for each subject

range from 0.1 to 99.9% for a determination of information

present according to an information-present criterion and

99.9 to 0.1% for a determination of information-absent
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according to a separate information-absent determination.

The classification accuracy results at each possible boot-

strap-probability criterion (actually, two separate criteria,

one for information present and one for information absent)

range from 0 to 100%.

All of this is illustrated in a single classification oper-

ating characteristic (COC) graphic with two curves for the

two respective criteria, information present and informa-

tion absent. This is further discussed in the Results section,

along with the corresponding figures.

For the sake of comparison between two methods

(classification CIT and comparison CIT), the aggregate

data across all subjects can be represented as a single

number between 0 and 1 by the area between the curves.

Perfect discrimination results in an area of 1. Random

discrimination results in an area of 0. For the classification

CIT, two curves are necessary to adequately represent the

data because there are two separate criteria for information-

present and information-absent determinations respec-

tively. The classification operating characteristic (COC)

analysis takes into account the full data set generated by

the application of all possible criteria for information-

present determinations and all possible criteria for infor-

mation-absent determinations, represented respectively by

the two curves.

The area between the curves in a COC analysis is in

some ways comparable to the area under an ROC curve. An

ROC plot, however, contains only one curve, because there

is only a single criterion. The area under the curve com-

prises a number between 0 and 1, with perfect discrimi-

nation resulting in an area of 1 and random discrimination

resulting in an area of 0.5.

We have represented and analyzed our data with COC

curves and computation of the area between the curves.

In addition to the area between the curves, we have

computed two additional single-number representations for

the performance of the two respective methods, classifi-

cation CIT and comparison CIT: error rate and median

statistical confidence.

We have computed two non-parametric statistical results

quantifying the results with respect to our hypothesis

regarding the relative accuracy, reliability, and statistical

confidence of the classification CIT and the comparison

CIT.

One statistic compares the performance of the two

methods across all subjects independent of any criteria for

information-present or information-absent determinations.

It compares the bootstrap probability figures for all subjects

across all possible classification criteria. This analysis is

represented graphically by the COC curves and the area

between the curves (ABC). Like the COC curves and the

ABC, this statistical analysis is entirely independent of any

classification criteria. The statistical analysis is achieved by

applying the Wilcoxon signed-rank test to all bootstrap

probability results for all subjects, without first defining

any cut-off point for correct or incorrect determinations.

A second statistic compares the performance of the

respective methods, considering only the statistical confi-

dence with which correct determinations were made. It

compares the statistical confidence for the two methods for

all correct determinations. The statistical analysis is

achieved by applying the Wilcoxon signed-rank test to all

correct bootstrap probability results, with correct defined

according to our a priori criteria of 90% statistical confi-

dence for information-present determinations and 90% (in

the opposite direction) statistical confidence for informa-

tion-absent determinations. As explained in the Results

section, this analysis includes all the same data as the

above analysis, except that the data for the one erroneous

determination by the comparison CIT are excluded.

We also compared the BF classification CIT with the

comparison CIT with respect to error rate. This is of course

dependent on the a priori criteria selected for information-

present and information-absent determinations. It provides

limited information in that it does not consider the statis-

tical confidence with which each determination was made.

Nevertheless, error rate is a universal metric in reporting on

scientific data. It is the primary standard by which various

methods are compared in the legal arena and on the basis of

which methods are evaluated for the purpose of being ruled

admissible as scientific evidence in court (Farwell and

Makeig 2005; Farwell et al. 2013; Harrington v. State

2001).

The error-prevention buffer

The progress in research in the brainwave-based CIT has

fundamentally been an exploration of the necessary and

sufficient conditions for a method to be sufficiently valid

and reliable for practical and ethical field use when there

are major consequences to the outcome. Fundamental to

this exploration is the process of making changes in the

experimental methods and documenting the effect those

changes have on the experimental results. In all our

research since 1992, The BF classification CIT has been

subject to a ceiling effect in this regard. All our BF-clas-

sification-CIT studies have achieved 0% false negatives

and 0% false positives. Since 1992, there also have been no

indeterminates. Nevertheless, we have made minor chan-

ges in experimental design, and it is important to quantify

the difference, if any, that these changes in method have

made in results.

Error rates and statistical confidences, of course, are the

universal metrics that must be considered in any mean-

ingful comparison of the results produced by different

methods. Comparing error rates across studies that all have

Cognitive Neurodynamics

123



0% error rate (as all existing studies of the classification

CIT do), however, is obviously not an adequate solution to

distinguish differences in the performance brought about

by minor changes in parameters or experimental design

within the classification CIT.

As mentioned above, most metrics for assessing the

trade-off between correct determinations and errors as a

function of the probability criteria for determinations pro-

vide limited useful information for our data because they

are subject to a ceiling effect in the results of the BF

classification CIT. For example, in the present research,

any criterion between 97.6 and 8.6% statistical confidence

for information-present determinations combined with any

criterion between 91.4 and 2.4% statistical confidence for

information-absent determinations results in the same 0%

error rate (see the Results section).

The number of indeterminates is also a metric of the

performance of a method. Studies with 0% error rate and

differing numbers of indeterminates can of course be

compared on the basis of the number of indeterminates.

The number of indeterminates, however, does not provide a

metric of how close the method came to producing an

error. Also, in all of our studies since 1992, when we

implemented situation-relevant targets and analysis of the

full P300-MERMER (which were not applied in Farwell

and Donchin 1991), the BF classification CIT has produced

no indeterminates.

Median statistical confidences shed considerable light

on the differences in results. However, when comparing

multiple methods all of which produced no errors, they do

not directly address the fundamentally important question

of how close each method came to producing an error.

We have developed the ‘‘error-prevention buffer’’ as a

simple metric for comparing the results produced by dif-

ferent methods that produce 0% error rates, specifically

with respect to how close each method comes to producing

an error. It provides a standard metric for how close each

particular method is to producing an error. The error-pre-

vention buffer provides a method to compare the results of

studies where there are no false positives and no false

negatives (e.g., Farwell and Smith (2001); Farwell et al.

(2013, 2014); and the present study).

In the present study, the classification CIT achieved 0%

error rate, and the comparison CIT did not. Thus, the rel-

ative size of the error-prevention buffer could not be

applied to compare these two methods, because there was

no error-prevention buffer for the comparison CIT. With

respect to other studies, however, the error-prevention

buffer can shed light on the differences between different

studies and methods.

The error-prevention buffer is a metric, or actually two

similar but not identical metrics, that quantify how close to

an error the results have been, when there are no actual

errors. One metric is the criterion-independent error-pre-

vention buffer. This can be applied only when there is no

overlap between the data for information-present subjects

and information-absent subjects. The other metric is the

criterion-dependent error-prevention buffer. This can be

applied when there are no errors according to the respective

criteria for information-present and information absent

determinations, even if there is overlap between the data

for information-present and information-absent subjects.

The criterion-independent error-prevention buffer is

defined as the difference between the respective probabil-

ities of the least statistically confident information-present

determination and the least statistically confident infor-

mation-absent determination.7 If there are indeterminates,

they are analyzed according to the computed statistical

confidence, even though it does not meet the criterion for a

determination.

To make this computation on compatible numbers, both

probabilities are first expressed as information-present

probabilities. Recall that the information-present proba-

bility (the computed probability that information-present is

correct) for a subject is equivalent to 100% minus the

information-absent probability (the probability that infor-

mation-absent is correct) for the same subject.

For example, if the least statistically confident infor-

mation-present determination has a statistical confidence of

95% and the least statistically confident information-absent

determination has a statistical confidence of 90%, then the

computation is as follows. A 90% information-absent

probability is equivalent to a 100% - 90% = 10% infor-

mation-present probability for that subject. The criterion-

independent error-prevention buffer is

95% - 10% = 85%.

The criterion-independent error-prevention buffer pro-

vides an estimate of how close the technique is to having

made an error, independent of the probability criteria

selected to define a correct determination or an error. It

quantifies a range for the criteria for information-present

and information-absent determinations, such that either

criterion can be set anywhere within this range without

producing any errors. In the above example, one can select

any information-present criterion and any information-ab-

sent criterion in the range of 85% covered by the criterion-

independent error-prevention buffer (10% to 95% in the

information-present direction or, equivalently, 90% to 5%

in the information-absent direction), and any such selection

will result in 0% errors.

The criterion-independent buffer is represented in the

figures as described below.

7 Note that the difference between probabilities is no longer a

probability. The error-prevention buffers are non-linear metrics

suitable for ordinal comparisons only.
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Unlike the criterion-independent error-prevention buf-

fer, the criterion-dependent error-prevention buffer is

dependent on the criteria established for information-pre-

sent and information-absent determinations. The criterion-

dependent error-prevention buffer is a metric of how close

the method came to producing an error, according to the

bootstrap probability criteria applied in the study for

information-present and information-absent determina-

tions. This is the difference between the individual-subject

bootstrap computed probability closest to an error and the

probability result that would have resulted in an actual

error (an incorrect determination, either a false positive or a

false negative).

To compute the criterion-dependent error-prevention

buffer, two buffers are computed, a false-negative-pre-

vention buffer for information-present subjects and a false-

positive-prevention buffer for information-absent subjects.

The lesser of these two becomes the criterion-dependent

error-prevention buffer.

The criterion-dependent error-prevention buffer is

defined as the lesser of the two following numbers: (1) The

difference, in bootstrap probability percentage points,

between the lowest information-present probability com-

puted for an information-present subject and the informa-

tion-present probability that corresponds to the

information-absent criterion (i.e., 100% minus the infor-

mation-absent criterion); and (2) The difference, in boot-

strap probability percentage points, between the lowest

information-absent probability computed for an informa-

tion-absent subject and the information-absent probability

that corresponds to the information-present criterion (i.e.,

100% minus the information-present criterion).

The former quantifies the distance between the infor-

mation-present results and a false-negative error and can be

considered the false-negative-prevention buffer. The latter

quantifies the distance between the information-absent

results and a false-positive error and can be considered the

false-positive-prevention buffer.

When there are indeterminates, indeterminates are

considered simply in terms of their computed probability of

being correct, even though it does not meet the criterion for

a determination.

For example, consider Farwell and Donchin (1991),

Experiment 1. Note that this method can be applied when

there are indeterminates, as there were in that study. The

lowest information-present bootstrap probability computed

for an information-present subject was 45%, equivalent to a

55% information-absent probability for that (indetermi-

nate) subject. Applying the information-absent criterion of

70% that we applied in that study, the false-negative-pre-

vention buffer is 70% - 55% = 15%. The lowest infor-

mation-absent bootstrap probability computed on an

information-absent subject was 36%, equivalent to a 64%

information-present probability for that (indeterminate)

subject. Applying the information-present criterion of 90%,

the false-positive-prevention buffer is 90% - 64% = 26%.

Since the false-negative-prevention buffer of 15% is less

than the false-positive-prevention buffer of 26%, the cri-

terion-dependent error-prevention buffer is 15%.

The criterion-dependent error-prevention buffer is one

way of quantifying the improvements in performance of

the present study as compared to Farwell and Donchin

(1991), as discussed in the Discussion section.

Results

Classification CIT, experiment 1

Error rate/accuracy

For the BF classification CIT, if the bootstrap computed

probability (statistical confidence) is greater than 90% that

the subject is information present, the subject is determined

to be information present. If the probability is greater than

90% that the subject is information absent (equivalent to a

100% - 90% = 10% probability that they are information

present), the determination is information absent. When

neither criterion is met, no determination is made: the

result is indeterminate. The possible outcomes for a subject

are correct positive, correct negative, false positive, false

negative, and indeterminate.

Table 1 presents the error rate/accuracy of the BF

classification CIT in Experiment 1.

All determinations were correct. Error rate was 0%.

Accuracy was 100%. There were no indeterminates.

Individual determinations and statistical confidences

Table 2 presents the determination and statistical confi-

dence of the BF classification CIT for each information-

present subject in Experiment 1.

All BF-classification-CIT determinations for informa-

tion-present subjects in Experiment 1 were correct. All

statistical confidences exceeded the BF classification CIT

criterion of 90% for an information-present determination.

All determinations were made with a statistical confidence

of greater than 96%. All but one were made with a sta-

tistical confidence of greater than 99%. The median sta-

tistical confidence was 99.9%.

Figure 5 presents the brain responses for information-

present subjects in Experiment 1.

Table 3 presents the determination and statistical con-

fidence of the BF classification CIT for each information-

absent subject in Experiment 1.
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Table 1 BF Classification CIT

error rate/accuracy, experiment

1

BF classification CIT: error rate/accuracy

Information present subjects Tests 6 100%

Correct positives 6 100%

False negatives 0 0%

Indeterminates 0 0%

Information absent subjects Tests 12 100%

Correct negatives 12 100%

False positives 0 0%

Indeterminates 0 0%

All subjects Tests 18 100%

Correct determinations 18 100%

Errors 0 0%

Indeterminates 0 0%

Accuracy 18/18 100%

Error rate 0/18 0%

Table 2 BF classification CIT

determinations and statistical

confidences for information-

present subjects, experiment 1

BF classification CIT Determinations and statistical confidence, exp. 1 Information-present subjects

Subject test # Determination Statistical confidence % Correct

1 Info present 99.9 Yes

2 Info present 99.6 Yes

3 Info present 99.9 Yes

4 Info present 96.7 Yes

5 Info present 99.9 Yes

6 Info present 99.9 Yes

Fig. 5 Brain Responses,

Experiment 1, Information-

Present Subjects. Brain

responses to Target, Irrelevant,

and Probe stimuli at the Pz

electrode site for information-

present subjects. X axis : time

post-stimulus onset, 0–1800 ms.

Y axis : amplitude in microvolts
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Figure 6 presents the brain responses for information-

absent subjects in Experiment 1.

All BF classification-CIT determinations for informa-

tion-absent subjects in Experiment 1 were correct. All

statistical confidences exceeded the BF-classification-CIT

criterion of 90% for an information-absent determination.

All determinations were made with a statistical confidence

of greater than 91%. The median statistical confidence for

classification-CIT information-absent determinations was

99.6%.

The median statistical confidence for all classification-

CIT determinations, including both information-present

and information-absent determinations, was 99.6%.

All determinations were valid, defined as having a

greater computed probability of being correct than incor-

rect, i.e., statistical confidence of greater than 50%. (Valid

and invalid determinations are discussed in more detail

below in reference to the comparison CIT.)

Classification operating characteristic (COC) curves and area
between curves (ABC) analysis

Classification Operating Characteristic (COC) curves rep-

resent classification accuracy as a function of bootstrap

probability criteria, for all possible criteria for both infor-

mation-present and information-absent determinations.

Figure 7 is a classification operating characteristic

(COC) curve representing the percentage of classification-

CIT information-present and information-absent determi-

nations that were correct as a function of bootstrap prob-

ability criteria, across all criteria for both information-

present and information-absent determinations, for all

subjects, including both ground-truth information-present

and ground-truth information-absent subjects.

The area between the curves (ABC) is a number

between 0 and 1 that quantifies the performance of the

method across all possible values for the information-pre-

sent and information-absent criteria for the bootstrap

probability computation. Perfect discrimination results in

an area of 1. Random discrimination results in an area of 0.

The classification CIT produced an ABC of 0.97, indicat-

ing near-perfect discrimination for both information-pre-

sent and information-absent subjects.

All determinations were correct at the a priori criteria

established for the study, 90% for information present and

90% in the opposite direction for information absent. All

determinations were also correct at a wide range of higher

and lower criteria.

Any information-present bootstrap probability criterion

less than or equal to 96.7% results in 0% error rate; all

information-present determinations are correct at any

information-present criterion between 0.1 and 96%.

Any information-absent bootstrap probability criterion

less than or equal to 91.4% results in 0% error rate; all

information-absent determinations are correct at any

information-absent criterion between 0.1 and 91%.

All determinations were valid, that is, all determinations

were made with a computed bootstrap probability of

greater than 50% of being correct.

The error-prevention buffer

The error-prevention buffer applies only to methods that

produce 0% error rate. It comprises the range of bootstrap

probability criteria, both information-present and infor-

mation-absent, that result in 0% error rate. Perfect dis-

crimination results in an error-prevention buffer of 100%.

Table 3 Classification CIT

determinations and statistical

confidences for information-

absent subjects, experiment 1

Classification CIT determinations and statistical confidences, exp. 1 information-absent subjects

Subject test # Determination Statistical confidence (%) Correct Valid

7 Info absent 99.9 Yes Yes

8 Info absent 99.8 Yes Yes

9 Info absent 92.2 Yes Yes

10 Info absent 99.6 Yes Yes

11 Info absent 91.4 Yes Yes

12 Info absent 99.6 Yes Yes

13 Info absent 98.5 Yes Yes

14 Info absent 99.6 Yes Yes

15 Info absent 99.9 Yes Yes

16 Info absent 99.9 Yes Yes

17 Info absent 99.6 Yes Yes

18 Info absent 98.3 Yes Yes

Cognitive Neurodynamics

123



Criterion-independent error-prevention buffer

For the BF classification CIT in Experiment 1, the least

statistically confident information-present determination

was made with a statistical confidence of 96.7%. The least

statistically confident information-absent determination

was made with a statistical confidence of 91.4%, which is

equivalent to an information-present probability of 8.6%.

Therefore the criterion-independent error-prevention buffer

is 96.7% - 8.6% = 88.1%. This is illustrated in Fig. 7.

The bootstrap probability computation results for

information-present and information-absent subjects

respectively are separated by a buffer of 88.1%. Clearly,

the BF classification CIT produced results where every

determination was made with a high statistical confidence,

and every determination was very far from an error.

The criterion for information-present could be set any-

where between 96.7% and 8.6% probability without pro-

ducing any errors. The criterion for information-absent

Fig. 6 Brain Responses,

Experiment 1, Information-

Absent Subjects. Brain

responses to Target, Irrelevant,

and Probe stimuli at the Pz

electrode site for information-

absent subjects. X axis : time

post-stimulus onset, 0–1800 ms.

Y axis : amplitude in microvolts
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could be set anywhere between 91.4 and 4.3% probability

without producing any errors.

Criterion-dependent error-prevention buffer

For the BF classification CIT in Experiment 1, the least

statistically confident information-present determination

was made with a statistical confidence of 96.7%. The

information-absent criterion was 90% statistical confidence

in the opposite direction, that is, a 90% probability that

information absent was the correct determination, which is

equivalent to a 10% probability that information-present is

correct. The criterion-dependent false-negative error-pre-

vention buffer therefore is 96.7% - 10% = 86.7%.

Similarly, the least statistically confident information-

absent determination was made with a statistical confi-

dence of 91.4%. The information-present criterion was

90% statistical confidence in the opposite direction, that is,

a 90% probability that information present was the correct

determination, which is equivalent to a 10% probability

that information absent is correct. The false-positive error-

prevention buffer therefore is 91.4% - 10% = 81.4%. As

this is less than the false-negative error-prevention buffer,

this makes the criterion-dependent error-prevention buffer

81.4%.

There is a buffer of at least 81.4% between the bootstrap

probability result for every subject and the outcome that

would have resulted in an error for that subject, with the

criteria established for the study for information-present

and information-absent determinations. This indicates that

not only were all determinations correct, with no indeter-

minates, but also every individual subject’s result was very

far from being an error.

For a discussion of the error-prevention buffer in rela-

tion to other studies with differences in methods, see the

Discussion section.

Comparison CIT, experiment 1

Error rate/accuracy and validity

As discussed above, for the comparison CIT, the possible

outcomes of the statistical computations are correct posi-

tive, correct valid negative, correct invalid negative, false

positive, and false negative.

Table 4 presents the error rate/accuracy of the compar-

ison CIT in Experiment 1 (the only experiment where the

comparison CIT was applied). This table presents results

for (1) The usual criterion of 90% statistical confidence for

information-present determinations and 10% (i.e.,

100% - 90% = 10%) statistical confidence for informa-

tion-absent determinations, and (2) The criterion of 50%

statistical confidence for information-present determina-

tions and 50% statistical confidence for information-absent

determinations. The 50%/50% criterion is the only criterion

that ensures that all individual results will be valid

Fig. 7 COC for Classification CIT: % Correct Determinations as a

Function of Bootstrap Probability Criteria. Classification operating

characteristic (COC) curve representing the percentage of classifica-

tion-CIT information-present and information-absent determinations

that are correct as a function of bootstrap probability criteria. For

information-present subjects: X axis is all possible information-

present bootstrap probability criteria in 1% increments in descending

order, 99.9%, 99%, 98%…2%, 1%, 0.1%. Y axis is the percentage of

correct information-present determinations at each criterion, plotted

as distance from the bottom of the graph. For information-absent

subjects: X axis is all possible information-absent bootstrap proba-

bility criteria in 1% increments in ascending order, 0.1%, 1%,

2%…98%, 99%, 99.9%. Y axis is the percentage of correct

information-absent determinations at each criterion, plotted as

distance from the top of the graph. At each point along the X axis,

the difference between the curves represents the percentage of

subjects who would be classified correctly by both the corresponding

criteria, information present and information absent. The area

between the curves (ABC) is the sum of these differences. Perfect

discrimination produces an area of 1. Random discrimination

produces an area of 0. The error prevention buffer is the range of

bootstrap probability criteria where all determinations, information-

present and information-absent, would be correct. Setting the

respective criteria at any point in this range results in 0% error rate
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determinations, that is, will have a greater-than-chance

computed probability of being correct.

The results for the comparison CIT present a trade-off

between validity and error rate. Applying the conventional

90%/10% criterion applied in previous studies resulted in a

6% error rate/94% accuracy, with 56% correct and valid

determinations and 39% correct and invalid

determinations.

With the 50%/50% criterion, all results are valid, but the

error rate is 44%; accuracy is 56% approximately chance

accuracy. In either case, only 56% of determinations are

correct and valid.8

Individual determinations, statistical confidences,
and validity

Information present

Table 5 presents the determination and statistical confi-

dence of the comparison CIT for each information-present

subject in Experiment 1.

All information-present determinations were correct. All

statistical confidences exceeded the criterion of 90%. All

statistical confidences were greater than 97%. Median

statistical confidence was 99.5%.

Information absent

Table 6 presents the determination, statistical confidence,

and validity of the comparison CIT for each information-

absent subject in Experiment 1.

Individual results for the comparison CIT for informa-

tion-absent subjects illustrate the details of the trade-off

between validity and accuracy. Results for information-

absent subjects were as follows.

With the 90% information-present/10% information

absent criterion, error rate was 8%; accuracy was 92%.

One information-absent subject was erroneously deter-

mined as information-present at the 90%/10% criterion.

Ground-truth information-absent subject 18 was deter-

mined to be information present with a statistical confi-

dence of 99.9%. The determination for this subject would

still be an error at all information-absent criteria from 0.1

to 99.9%. For an information-absent subject determined to

be information-present with an information-present statis-

tical confidence of 99.9%, this is equivalent to failing to

determine the subject as information absent at a 0.1%

information-absent criterion. Even at the lowest possible

criterion to determine this subject as information-absent

(0.1%), this subject was determined in error. In other

words, if all subjects with at least a 0.1% probability of

being information-absent according to the comparison-CIT

analysis were determined as information absent, this sub-

ject still would not have met the criterion and would not

Table 4 Comparison CIT error

rate/accuracy, experiment 1
Comparison CIT: error rate/accuracy

90%/10% criterion 50%/50% criterion

Information present subjects Tests 6 100% 6 100%

Correct positives 6 100% 6 100%

False negatives 0 0% 0 0%

Information absent subjects Tests 12 100% 12 100%

Correct, valid negatives 4 33% 4 33%

Correct, invalid negatives 7 58% 0 0%

False positives 1 8% 8 67%

Valid determinations 5 42% 12 100%

Correct determinations 11 92% 4 33%

Correct & valid determinations 4 33% 4 33%

All subjects Tests 18 100% 18 100%

Correct, valid 10 56% 10 56%

Correct, invalid 7 39% 0 0%

Errors 1 6% 8 44%

Valid 11 61% 18 100%

Invalid 7 39% 0 0%

Accuracy 17 94% 10 56%

Error rate 1 6% 8 44%

Correct and valid 10 56% 10 56%

8 Some totals do not add up to exactly 100% due to rounding error.
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have been determined as information absent. This is further

discussed and graphically illustrated below.

Only 4 out of 11 correct determinations (36%) were

valid, that is, having a computed probability of greater than

50% (chance) of being correct. 64% of correct determi-

nations were invalid, having statistical confidences of less

than 50%. That is, the comparison-CIT statistical method

had computed that the probability that they were correct

was less than 50%.

For example, the determination for subject 17 is infor-

mation absent, which technically is not an error, but the

computed probability that this determination is correct is

only 13.1%. Obviously, this is not a result that could be

applied in a real-world situation, nor is it valid from a

scientific or statistical point of view. One cannot validly

report: ‘‘Our data analysis algorithm determined that this

subject is information absent. The computed probability

that this is the correct determination is 13.1%.’’

With this criterion, 8 out of 12 of the information-absent

determinations (67%) were either incorrect or invalid. Only

4 out of 12 information-absent determinations (33%) were

correct and valid.

With the comparison CIT, only 2 out of 11 correct

information-absent determinations (18%) had a determi-

nation with greater than 70% computed probability of

being correct, the criterion applied for information-absent

determinations in our previous classification-CIT research.

None had a computed probability of over 90% of being

correct, the required criterion we applied to information-

absent (as well as information-present) subjects in the BF

classification CIT in the present studies.

Overall, the statistical confidences for the comparison

CIT for information-absent subjects were no better than

chance. In fact, median statistical confidence was less than

chance, 48.7%. This is the same as the result predicted by

Table 5 Comparison CIT

determinations, statistical

confidences, and validity,

information-present subjects

Comparison CIT determinations, statistical confidences, and validity information-present subjects

Subject test # Determination Statistical confidence % Correct

1 Info present 99.4 Yes

2 Info present 99.6 Yes

3 Info present 98.2 Yes

4 Info present 97.5 Yes

5 Info present 99.9 Yes

6 Info present 99.9 Yes

Table 6 Comparison CIT determinations, statistical confidences, and validity, information-absent subjects

Comparison CIT determinations, statistical confidences, and validity information-absent subjects

90% criterion information present = 10% criterion information absent 50% criterion information present = 50% criterion information

absent

Subject

test #

Determination Statistical

confidence

Correct Valid

([ 50%)

[ 70% Determination Statistical

confidence

Correct Valid

([ 50%)

[ 70%

7 Info absent 52.6% Yes Yes No Info absent 52.6% Yes Yes No

8 Info absent 38.1% Yes No No Info present 61.9% No N/A N/A

9 Info absent 62.5% Yes Yes No Info absent 62.5% Yes Yes No

10 Info absent 75.7% Yes Yes Yes Info absent 75.7% Yes Yes Yes

11 Info absent 39.7% Yes No No Info present 60.3% No N/A N/A

12 Info absent 23.5% Yes No No Info present 76.5% No N/A N/A

13 Info absent 49.1% Yes No No Info present 50.9% No N/A N/A

14 Info absent 18.5% Yes No No Info present 81.5% No N/A N/A

15 Info absent 83.9% Yes Yes Yes Info absent 83.9% Yes Yes Yes

16 Info absent 48.7% Yes No No Info present 51.3% No N/A N/A

17 Info absent 13.1% Yes No No Info present 84.2% No N/A N/A

18 Info present 99.9% No N/A N/A Info present 99.9% No N/A N/A

Percent 92% 36% 18% Percent 33% 100% 50%
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the statistical model and reported overall in previous

studies.

Overall comparison-CIT results, information
present and information absent

Considering all results, the 90%/10% criteria for informa-

tion-present and information-absent respectively resulted in

an error rate of 6% and accuracy of 94%. This is the cri-

terion applied in almost all previous comparison-CIT

studies that have applied bootstrapping.

With this criterion, 59% of correct determinations were

valid. 56% of all determinations were both correct and

valid. Thus, the comparison CIT performed only slightly

better than chance with respect to error rate and validity

overall.

With the 50%/50% criterion, all correct determinations

are valid, but the error rate is increased to 44%. Accuracy is

56%, only slightly better than chance.

Both the 90%/10% criterion and the 50%/50% criterion

resulted in 56% of determinations being both correct and

valid. 44% of determinations were either incorrect or

invalid.

The median statistical confidence for all correct deter-

minations with the comparison CIT was 62.5%, somewhat

better than chance. The better-than-chance performance

was entirely due to the information-present statistical

confidences. Median information-absent statistical confi-

dence was slightly less than chance, 48.7%.

Classification operating characteristic (COC) curves and area
between curves (ABC) analysis

Figure 8 is a Classification Operating Characteristic (COC)

curve representing the percentage of comparison-CIT

information-present and information-absent determinations

that are correct as a function of bootstrap probability cri-

teria, across all possible criteria for both information-pre-

sent and information-absent determinations, for both

ground-truth information-present and ground-truth infor-

mation-absent subjects. This figure includes both valid and

invalid determinations in the count of correct

determinations.

The area between the curves (ABC) is 0.41. As com-

pared with an ABC of 1 for perfect discrimination and an

ABC of 0.97 for the classification CIT, this indicates poor

discrimination by the comparison CIT, both on an absolute

scale and as contrasted with the classification CIT.

The comparison CIT makes at least one error at all

possible values for the bootstrap probability criterion.

Ground-truth information-absent subject 18 is determined

as information-present with a statistical confidence of

99.9%. This results in an error at the lowest possible

information-absent criterion (0.1%), and at all other higher

criteria. Equivalently, it results in an error at the highest

possible information-present criterion (99.9%), and at all

other lesser criteria.

There is no error-prevention buffer because there is no

criterion that will prevent errors; all possible criteria result

in at least one error.

Any information-absent criterion of greater than 83.9%

results in 100% error rate (0% accuracy) for the compar-

ison CIT for information-absent subjects. The highest sta-

tistical confidence for an information-absent determination

was 83.9%. If we had required an a priori 90% statistical

confidence for information-absent determinations for the

comparison CIT, as we did for the classification CIT, the

error rate for the comparison CIT would have been 100%

(0% accuracy).

Figure 9 is a COC curve representing the percentage of

comparison-CIT determinations that were both correct and

valid, as a function of bootstrap probability criteria, across

all criteria for both information-present and information-

absent determinations, for both ground-truth information-

present and ground-truth information-absent subjects. This

figure tabulates the percentage of determinations that are

correct and also valid.

Valid determinations are made with a greater than 50%

(chance) computed probability of being correct. Invalid

determinations are correct determinations with less than a

50% computed probability of being correct, i.e., less than

50% statistical confidence. For example, ground-truth

information-absent subject 17 was determined as infor-

mation-absent with a statistical confidence of 13.1%. This

determination is ‘‘correct’’ as it matches his true condition,

but is not valid because the computed bootstrap probability

of its being correct is less than chance (50%).

Since 7 of the 11 information-absent determinations

were invalid, the percentage of correct and valid determi-

nations represented in Fig. 9 is much lower than the per-

centage of correct determinations represented in Fig. 8,

where invalid as well as valid correct determinations are

plotted. Consequently, the area between the curves (ABC)

is lower, 22%. This indicates poor discrimination for the

comparison CIT.

Classification CIT vs. comparison CIT:
substantially different methods produce
significantly different results

The performance of the classification CIT was better than

that of the comparison CIT on all relevant metrics, and

significantly better as measured by all relevant statistical

tests.

This difference is exemplified in the differences between

Fig. 7, a classification operating characteristic (COC)
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analysis of the classification CIT, as contrasted with Figs. 8

and 9, which contain the comparable data for the com-

parison CIT.

The area between the curves (ABC), a metric of the

overall performance of the respective methods across all

bootstrap probability criteria and all subjects, is 0.97 (out

of a maximum of 1) for the classification CIT and 0.41 for

the comparison CIT, even when invalid determinations for

the latter are considered ‘‘correct.’’ When including only

determinations that are both correct and valid, the ABC is

0.22 for the comparison CIT.

This difference is highly statistically significant. The

bootstrap probability results for the classification CIT were

significantly higher (in the correct direction) than for the

comparison CIT (P\ 0.001, Wilcoxon matched-pairs

signed ranks), independent of determinations, that is,

considering the bootstrap probability figures without

applying any criterion for information-present or informa-

tion-absent determinations. This is the most universal,

criterion-independent statistic applied to contrast the

results of the two methods.

When information-present and information-absent

determinations were applied according to our a priori cri-

teria, BF classification-CIT statistical confidences for all

correct determinations, including both information-present

and information-absent, were significantly higher than

comparison-CIT statistical confidences (P\ 0.001, Wil-

coxon matched-pairs signed ranks).

BF classification-CIT statistical confidences for infor-

mation-absent subjects were significantly higher than those

of the comparison CIT (P\ 0.001, Wilcoxon matched-

pairs signed ranks). Classification-CIT statistical

Fig. 8 Comparison CIT: % Correct Determinations as a Function of

Bootstrap Probability Criteria. Classification operating characteristic

(COC) curve representing the percentage of comparison-CIT infor-

mation-present and information-absent determinations that are correct

as a function of bootstrap probability criteria. Axes, values, and area

between curves (ABC) as in Fig. 7. This figure includes all

information-present determinations and all information-absent deter-

minations, both valid and invalid

Fig. 9 Comparison CIT: % Correct, Valid Determinations as a

Function of Bootstrap Probability Criteria. Classification operating

characteristic (COC) curve representing the percentage of compar-

ison-CIT information-present and information-absent determinations

that are correct as a function of bootstrap probability criteria. Axes,

values, and area between curves (ABC) as in Fig. 7. This figure in-

cludes all (correct) information-present determinations and only

information-absent determinations that are correct and valid. Invalid

determinations (those with a computed probability of less than 50% of

being correct) are excluded

Cognitive Neurodynamics

123



significances for information-present subjects were slightly

but not significantly higher than those of the comparison

CIT.

The error rate for the classification CIT was 0%. The

error rate for the comparison CIT was 6%.

All of the determinations for the classification CIT were

valid, i.e., all were achieved with a statistical confidence

(computed probability of being correct) of better than

chance (50%). For the comparison CIT, only 4 of 11 (36%)

information-absent determinations were valid. This is

lower, but not markedly lower, than the average results of

previous studies and the prediction of the statistical model,

both of which comprise 50% valid information-absent

determinations for the comparison CIT.

Classification CIT, experiment 2

Error rate/accuracy

Table 7 presents the error rate/accuracy of the BF classi-

fication CIT in Experiment 2. In this experiment we

applied only the classification CIT. Ground truth was

information present for all subjects.

Individual determinations and statistical confidences

Table 8 presents the BF classification CIT determination

and statistical confidence for each subject in Experiment 2.

In Experiment 2 we applied only the BF classification

CIT. All subjects were ground truth information present.

All determinations in Experiment 2 were correct. All sta-

tistical confidences exceeded the classification-CIT crite-

rion of 90% for an information-present determination. All

determinations were made with a statistical confidence of

greater than 96%. The median statistical confidence was

99.6%.

Countermeasures

In both Experiment 1 and Experiment 2, we taught subjects

the ‘‘try not to think about it’’ countermeasure (Bergström

et al. 2013), the only countermeasure for which the BF

classification CIT had not been previously tested and

shown to be highly resistant. The BF classification CIT was

highly resistant to this countermeasure as well. The coun-

termeasure had no discernible effect. The BF classification

CIT achieved less than 1% error rate (actually, 0%) and

greater than 95% median statistical confidence for both

information-present and information-absent

determinations.

Discussion

The brain fingerprinting scientific standards
hypothesis

The present research was specifically designed to incor-

porate the brain fingerprinting scientific standards (speci-

fied in Appendix 1). These standards are the basis for the

brain fingerprinting scientific standards hypothesis.

Recall that the three-part brain fingerprinting scientific

standards hypothesis is as follows:

Hypothesis 1 Applying methods that substantially meet

the 20 brain fingerprinting scientific standards provides

sufficient conditions to produce less than 1% error rate9

overall and less than 5% error rate in every individual

study. This holds true (1a) without countermeasures, (1b)

with countermeasures, and (1c) in field cases where it is

unknown whether countermeasures are being practiced or

not.

Hypothesis 2 Applying scientific methods that substan-

tially meet the 20 scientific standards provides sufficient

conditions to consistently produce statistical confidences

for individual determinations of 95% overall, including at

least 90% for information-present determinations (the

subject knows the tested information) and 90% in the

opposite direction for information-absent determinations

(the subject does not know the tested information).

Hypothesis 3 Some but not all of the 20 scientific stan-

dards are also necessary conditions to simultaneously

obtain the levels described above for (3a) error rate and

(3b) statistical confidence. The standards that are not

Table 7 Classification CIT error rate/accuracy, experiment 2

BF classification CIT: error rate/accuracy

Information present subjects Tests 5 100%

Correct positives 5 100%

False negatives 0 0%

Correct determinations 5 100%

Errors 0 0%

Indeterminates 0 0%

Accuracy 5/5 100%

Error rate 0/5 0%
9 To date, studies that meet the brain fingerprinting standards have

produced 0% error rate. We characterize this as ‘‘less than 1%’’ to

provide a conservative estimate and to avoid the mathematical

anomalies of 0%.
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necessary are nevertheless useful in that they improve

accuracy and/or statistical confidence.

The present research was specifically structured to

incorporate the brain fingerprinting scientific standards

specified in Appendix 1 and to test the hypothesis that these

standards provide the sufficient conditions for a brainwave-

based CIT that is sufficiently reliable for field applications.

To test the brain fingerprinting scientific standards

hypothesis, recall that this research addresses the specific

scientific questions delineated in the section titled Scien-

tific Questions Addressed by this Research.

Our data provide evidence that all of these scientific

questions can be answered in the affirmative, particularly

when considered in light of the highly similar results in

previous similar field studies (Farwell et al. 2013, 2014).

Details are as follows.

Our Results Support the Brain Fingerprinting Scientific

Standards Hypothesis.

I. Do field tests on suspects in real-world terrorist crimes

and other crimes support the brain fingerprinting

scientific standards hypothesis?

We shall discuss this fundamental question in relation to

our data relevant to each of the specific parts.

1. Does the classification CIT, when implemented accord-

ing to the 20 brain fingerprinting scientific standards,

produce…

(i) The error rate of 0% meets the criterion of less

than 1% error rate.

(ii) The overall median statistical confidences of

99.6% for both Experiment 1 and Experiment

2 meet the criterion of 95%.

(iii) The median statistical confidences of 99.9%

and 99.6% for information-present subjects in

Experiment 1 and Experiment 2 respectively,

and 99.6% for information-absent subjects

(Experiment 1) meet the criterion of 90% for

information-present and information-absent

statistical confidences taken separately.

(iv) With regard to countermeasures, since this is a

field study, it meets the criterion for the above

metrics of error rate and statistical confidences

for (c) field cases, where it is unknown

whether subjects used countermeasures or

not. Since subjects were instructed in coun-

termeasures, it also meets the criterion for

(b) countermeasures. Since it is a field case

and we cannot count on cooperation from

subjects, it was not possible to run a condition

that was known for certain to be without

countermeasures (a). In any case, the 0% error

rate in field conditions is the best that can be

obtained, in the most demanding circum-

stances possible. Since the error rate is 0%,

there is no way that the countermeasures

practiced could have increased the error rate.

2. Do the 20 brain fingerprinting scientific standards

provide sufficient conditions for a brainwave-based

classification CIT that is viable for field use?

Question 2 summarizes all of the preceding questions.

The results of the present study present evidence that the

answer to this question is yes: The 20 brain fingerprinting

scientific standards provide sufficient conditions for a

brainwave-based classification CIT that is viable for field

use.

The results of previous research by ourselves and

independent replications by others (Farwell and Donchin

1991; Farwell and Smith 2001; Farwell et al. 2013, 2014;

Allen and Iacono 1997) support the same hypothesis. Our

current working hypothesis is that the 20 brain finger-

printing scientific standards provide sufficient conditions

for a brainwave-based classification CIT that is viable for

field applications (as specifically defined herein), and that

some of these standards are also necessary conditions.

This is the brain fingerprinting scientific standards

hypothesis. The present results are consistent with our

Table 8 BF classification cit determinations and statistical confidences, experiment 2

BF classification CIT determinations and statistical confidences experiment 2 information-present subjects

Subject test # Determination Statistical confidence % Correct

1 Info present 96.5 Yes

2 Info present 99.9 Yes

3 Info present 96.5 Yes

4 Info present 96.6 Yes

5 Info present 99.9 Yes
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results in previous field and real-life studies (Farwell and

Donchin 1991, Experiment 2; Farwell and Smith 2001;

Farwell et al. 2013, 2014) in which we applied the same

methods in other field and real-life conditions. Taken

together, the present research along with all known past

results support the brain fingerprinting scientific standards

hypothesis.

Classification CIT versus comparison CIT

The scientific questions addressed by the present research

regarding the differences in results produced by the BF

classification CIT and the comparison CIT and the relevant

data are as follows.

II.

What are the differences, if any, between the results

produced by the BF classification CIT versus the

comparison CIT?

1. Does the BF classification CIT produce significantly

more accurate and valid results and higher statistical

confidences than the comparison CIT, when all other

variables are held constant? (For definitions see the

Supplementary Material on ‘‘Definition of Terms

and Notes on Terminology’’).

In the present study, as in Farwell et al. (2014) and many

other previous studies, the error rate produced by the

classification CIT was lower than that of the comparison

CIT. The classification CIT produced an error rate of 0%

(100% accuracy). Also, there were no indeterminates. The

comparison CIT produced an error rate of 6%.

This is a very low error rate for the comparison CIT

compared to the error rates reported in previous publica-

tions, but still more than an order of magnitude higher than

the error rate of the BF classification CIT. The reason for

the low error rate for the comparison CIT when compared

to the results reported by others may be that unlike many

other studies, this comparison-CIT study met all of the

brain fingerprinting scientific standards except for the ones

specifying the classification CIT, standards 13, 14, and 17.

The area between the curves (ABC) provides a criterion-

independent metric of the comparative performances of the

BF classification CIT and the comparison CIT. The ABC

for the BF classification CIT was 0.97, close to the maxi-

mum possible of 1. The ABC for the comparison CIT was

0.41 when considering all correct results and 0.22 when

considering only correct and valid results. The statistical

significance of this difference is discussed below.

The BF classification CIT produced significantly higher

bootstrap probabilities, independent of the criteria selected

for determinations of information present or information

absent. The results across all possible bootstrap probability

criteria were significantly higher for the classification CIT

than for the comparison CIT (P\ 0.001, Wilcoxon mat-

ched-pairs signed rank test).

When the a priori criteria for determinations were

applied in the present study, the BF classification CIT

produced significantly higher statistical confidences than

the comparison CIT (P\ 0.001, Wilcoxon matched-pairs

signed rank test). The median statistical confidence for the

BF classification CIT was 99.6%, including 99.9% for

information-present determinations and 99.6% for infor-

mation-absent determinations. The comparison CIT pro-

duced median statistical confidences of 62.5% overall,

including 99.6% for information-present determinations

and 48.7% (less than chance) for information-absent

determinations.

The BF-classification-CIT statistical significances for

information-absent subjects were also significantly higher

than those of the comparison CIT (P\ 0.001, Wilcoxon

matched-pairs signed rank test). Statistical confidences for

information-present subjects were slightly but not signifi-

cantly higher for the BF classification CIT than for the

comparison CIT.

The BF classification CIT produced statistical signifi-

cances greater than 90% for all subjects, both information

present and information absent. The comparison CIT pro-

duced statistical confidences of greater than 90% for all

information-present subjects, but did not produce statistical

confidences over 90% for any of the information-absent

subjects.

In our view, determinations should not be made in field

conditions with less than a 90% statistical confidence. In

fact, all of the determinations we have applied in field

situations where lives and freedom were at stake have been

made with a statistical confidence of greater than 95%. If

we were to require a 90% statistical confidence for infor-

mation-absent determinations with the comparison CIT, as

we did with the BF classification CIT, the comparison CIT

would have had a 100% error rate (0% accuracy) for

information-absent subjects and a 65% error rate (35%

accuracy) overall, considerably less than chance.

Even with a 70% statistical confidence for information-

absent determinations—arguably the minimum for scien-

tific purposes even when there are no non-trivial conse-

quences—the comparison CIT would have resulted in an

error rate of 82% (18% accuracy) for information-absent

subjects and a 53% error rate (47% accuracy) overall, still

less than chance.

If we apply the 90%/10% criterion applied in many

previous comparison CIT studies, and only require a 10%

probability that information-absent determinations are

correct, error rate is 6%; accuracy is nominally 94%.

However, only 56% of all tests and 33% of tests on

information-absent subjects produced correct and valid
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results, i.e., correct determinations with greater than a

computed 50% probability of being correct.

With the 50%/50% criterion, all comparison-CIT

determinations are valid, but the error rate is 44% overall

and 67% for information-absent subjects.

With both the 90%/10% criterion and the 50%/50%

criterion, only 56% of determinations overall and 33% of

information-absent determinations are correct and valid for

the comparison CIT, as compared with 100% correct and

valid determinations with the BF classification CIT.

The BF classification-CIT results are the same as the

results obtained in all previous studies in which the brain

fingerprinting scientific standards were met (reviews see

Farwell 2012, 2014; Farwell et al. 2013). This includes our

previous real-life study in which we directly compared the

results produced by the BF classification CIT and the

comparison CIT (Farwell et al. 2014).

2. Is implementing the BF classification CIT, rather than

the comparison CIT (brain fingerprinting scientific

standards 13, 14, and 17), a necessary condition for a

combination of adequate error rate and adequate

statistical confidences to meet the criteria for viable

field use?

The data reported here suggest that the answer to this

question is yes, with the criteria and terms precisely

specified and defined as we have in the Supplementary

Material on ‘‘Definition of Terms and Notes on Termi-

nology’’ and in the brain fingerprinting scientific standards

(Appendix 1). All previous data in the reviews and research

papers cited immediately above also support this same

hypothesis.

The reason that implementing the BF classification CIT

rather than the comparison CIT is a necessary condition for

achieving a viable method for field use is illustrated by the

following example.

Figure 10 illustrates the data analysis of subject 18 by

the comparison CIT. The comparison CIT compares the

amplitude of the probe brain response with the amplitude

of the irrelevant brain response. This comparison deter-

mined that the probe brain response was larger than the

irrelevant brain response. The comparison-CIT analysis

ignores the target brain responses. The amplitude of the

brain response is defined as the difference between the

highest voltage in the P300 window (300–900 ms) and the

lowest voltage in the LNP window (900–1500 ms10). This

is the peak-to-peak amplitude of the P300-MERMER,

equivalent to the sum of the peak amplitudes of the P300

and the LNP, and is sometimes represented as simply the

P300 amplitude.

The comparison CIT determined that the probe brain

response was larger than the irrelevant brain response. The

comparison-CIT determination therefore was information

present. The statistical confidence was 99.9%. This deter-

mination was an error. Ground truth was that the subject

was information absent.

The comparison CIT falsely determined that there was a

99.9% probability that the individual tested knew the secret

details about a terrorist mass shooting in which many

innocent people died, details that were known only to

investigators and to the mastermind, handler, and perpe-

trators who committed the crime.

This error is inherent in the comparison CIT, and is not

merely a function of the criterion selected for an infor-

mation-present determination. Since 99.9% is the highest

possible statistical confidence, the same determination

would be made at all possible criteria.

Figure 11 illustrates the data analysis of subject 18 by

the classification CIT.

One reason that the BF classification CIT is more

accurate than the comparison CIT is that it takes into

account more data and also more complex patterns in the

data. The BF classification CIT incorporates the following

three critical factors that are missing from the comparison-

CIT analysis.

1. The BF classification CIT takes into account the target

responses as a template for the brain’s response to

known, relevant information. The comparison CIT

ignores the target responses.

2. The BF classification CIT provides a more compre-

hensive analysis than the comparison CIT. The BF

classification CIT classifies the brain responses to

probe stimuli as being either more similar to the

responses to the (known, relevant) target stimuli or

more similar to the responses to the (unknown/irrele-

vant) irrelevant stimuli. The BF classification CIT

computes correlations between the probe responses and

the target responses and between the probe responses

and the irrelevant responses. The comparison CIT only

compares the probe responses with the irrelevant

responses, based on a single-number estimate of

amplitude.

3. In classifying brain responses, the BF classification

CIT takes into account more data and more complex

patterns in the data of the individual and average brain

responses. The correlations computed by the BF

classification CIT include the entire brainwave

response in the epoch of interest (300 to 1500 ms after

stimulus onset). Thus the BF classification CIT takes

10 Some researchers include the entire epoch after 900 ms for the

purpose of locating the negative peak. With that method, the

difference between the amplitude of the probe response and the

amplitude of the irrelevant response would have been even larger.

The statistical result would have been the same, as the statistical

confidence was already 99.9%.
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into account the amplitude, latency, morphology, and

time course of the brain response. The comparison CIT

reduces the entire response to a single number repre-

senting the peak-to-post-peak amplitude, and thus loses

all additional data that could identify the different

patterns of the respective responses to different stimuli.

The result of the more comprehensive and accurate data

analysis implemented by the BF classification CIT in this

case was that the BF classification CIT returned the correct

determination, the opposite of the erroneous determination

returned by the comparison CIT. Taking the full brain

response into consideration, the BF classification CIT

determined that the probe brain response was more similar

to the target brain response than to the irrelevant brain

response. The correct determination was information

absent. The statistical confidence was 98.3%.

The BF classification CIT correctly determined, with a

98.3% statistical confidence, that the subject did not know

the details of a terrorist mass shooting in which many died,

details known only to investigators and to the terrorists

who planned and perpetrated the shooting.

This determination did not depend on applying the a

priori 90% criterion for an information-absent determina-

tion. The same determination would be made at any cri-

terion less than or equal to 98%.

The difference between a correct determination and an

error in this case was extremely consequential, as in many

others among the field cases reported here. If authorities

had relied on the comparison CIT result, this would have

been the worst imaginable human rights violation for the

subject. Moreover, it would have had disastrous conse-

quences for national and global security. Identifying an

innocent person as the mastermind behind a major terrorist

attack would have been a serious setback in the efforts to

identify the actual mastermind and bring him to justice and

to identify and dismantle the entire terrorist infrastructure.

By contrast, the BF classification CIT provided the

correct answer, and by so doing not only preserved human

Fig. 10 Comparison CIT Data Analysis for Subject 18. The

comparison CIT compared the amplitude of the probe response with

the amplitude of the irrelevant response and determined that the probe

response was larger. Target brain responses are not included in the

analysis or the plot. Determination: Information Present. Statistical

confidence: 99.9%. This determination was an error. Since this is the

highest possible statistical confidence, the same erroneous determi-

nation would be reached at all possible criteria

Fig. 11 Classification CIT Data

Analysis for Subject 18. The BF

classification CIT classified the

probe brain response as being

more similar to the target brain

response than to the irrelevant

brain response based on

bootstrap correlations.

Determination: Information

Absent. Statistical confidence:

98.3%. This determination was

correct. The same determination

would be reached at any

criterion less than or equal to

98%
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rights for one individual but also contributed to national

and global security, to the efforts to bring terrorists to

justice, and to the search for truth in a complex and chaotic

arena with major consequences to success or failure in that

endeavor.

Subject 17 is a similar case, albeit with somewhat less

dire potential consequences. The BF classification CIT

determined that there was a 99.6% confidence that this

subject did not possess inside information known only to

investigators and terrorists who planned and orchestrated a

suicide bombing with that killed many innocent people.

The BF classification CIT preserved human rights and

contributed to the investigation of a major terrorist attack.

The comparison CIT reached a correct determination of

information absent, but only with a 13.9% statistical con-

fidence. In other words, the comparison CIT computed a

13.9% probability that the subject did not know the

incriminating information. Equivalently, the comparison

CIT computed an 86.1% probability that this individual had

a record stored in his brain of the secret details involved in

the planning and coordination of a major suicide bombing,

details known only to the surviving terrorists who planned

and orchestrated the attack and to investigators. If author-

ities had in any way considered this comparison-CIT result,

it would have at best resulted in serious human rights

violations and at worst in the death or imprisonment of an

innocent person and a substantial setback in the investi-

gation of the terrorist attack.

Countermeasures

Specific countermeasures

We taught subjects the only known countermeasure that

had not yet been proven ineffective against the BF classi-

fication CIT, the ‘‘try not to think about it’’ countermeasure

(Bergström et al. 2013). Since our subjects were highly

motivated, it is reasonable to conclude that they practiced

this countermeasure.

The BF classification CIT was highly resistant to this

countermeasure, achieving less than 1% error rate (actu-

ally, 0%) and greater than 95% median statistical confi-

dences for both information-present and information-

absent subjects.

Fundamental shortcomings of the brainwave-
based comparison CIT

The comparison CIT has produced more than 10 times

higher error rates than the BF classification CIT, and sta-

tistical confidences no better than chance (50%) for infor-

mation-absent subjects. These results did not happen by

coincidence or chance. They are entirely predictable from

fundamental differences between the scientific protocols

and mathematical and statistical computations of the

comparison CIT and the BF classification CIT (Farwell

2012, 2013, 2014; Farwell et al. 2013, 2014).

Like the ANS-based comparison CIT, the brainwave-

based CIT compares the responses to two types of stimuli.

In the brainwave-based comparison CIT these are the

responses to relevant and irrelevant stimuli in the form of

words or pictures presented briefly on a computer screen.

The brainwave-based comparison CIT presents three, or in

some cases four, types of stimuli, but only analyzes

responses to two types of stimuli: probe (relevant) and

irrelevant.

If the response to the probe (or relevant) stimuli is sig-

nificantly ‘‘larger’’ than the response to the irrelevant

stimuli, the subject is determined to possess the relevant

information embodied in the probe stimuli, a determination

of ‘‘information present.’’ If not, then the subject is deter-

mined not to possess the relevant information, a determi-

nation of ‘‘information absent.’’ Sometimes ‘‘information

present’’ is called ‘‘guilty,’’ and ‘‘information absent’’ is

called ‘‘innocent,’’ although ‘‘guilty’’ and ‘‘innocent’ are

not accurate labels, since what is detected is information

and not guilt or innocence.

The comparison CIT has several inherent shortcomings.

(1) A ‘‘larger’’ response can be defined in multiple

different ways, none of which fully characterize the

response. Psychophysiological responses are com-

plex. Different responses are characterized by dif-

ferences in latency, time course, and morphology as

well as amplitude. Even amplitude can be defined in

many different ways. For example, in the case of

ERPs, ‘‘P300 amplitude’’ may be the voltage of the

most positive point in the P300 time window (P300

peak) compared to baseline, or the difference

between the P300 peak and the preceding (negative)

N2, or the difference between the P300 peak and the

subsequent negative potential (the late negative

potential or LNP), or the area under the curve in

the P300 time window, or in any one of several other

ways. Moreover, sometimes a more pronounced

response results in a lower amplitude of a particular

metric, such as expansion of the chest in the

conventional ANS-based CIT. Both ERP and ANS

responses constitute particular patterns that unfold

over time, and patterns that are not accurately or

fully characterized by a single number such as

‘‘amplitude.’’

(2) Once a definition for ‘‘larger’’ has been chosen, four

questions remain: (a) What is the criterion for a

response to be determined to be definitively larger?

(b) What is the probability that that determination is
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correct (i.e., statistical confidence for an information-

present determination)? (c) What is the criterion for a

response to be determined to be definitively not

larger? and (d) what is the probability that that

determination is correct (i.e., statistical confidence

for an information-absent determination)?

The comparison CIT has addressed these questions

regarding information-present determinations adequately,

but has failed to address the questions regarding informa-

tion-absent determinations in a mathematically correct,

scientifically valid, and practically viable manner. When

statistics are applied, the brainwave-based comparison CIT

computes a probability that the subject’s response to the

probe stimuli is ‘‘larger’’ (however defined) than his/her

response to the irrelevant stimuli. The probability that the

probe responses are larger than the irrelevant responses is

the statistical confidence for an information-present deter-

mination. If this probability is greater than a criterion,

usually 90%, then the subject is determined to be ‘‘infor-

mation present’’ (or ‘‘guilty’’). This generally results sta-

tistical confidences for information-present determinations

that are better than chance and sometimes quite high, as

they were in the research reported here.

This is not the case, however, for information-absent

determinations, due to the following fatal structural and

logical flaw in the procedure. The criterion for an infor-

mation-absent determination is as follows. If the proba-

bility that the probe responses are ‘‘larger’’ than the

irrelevant responses is less than the criterion for an infor-

mation-present determination (usually 90%) then the sub-

ject is determined to be information absent (or ‘‘innocent’’).

By simple arithmetic, the probability that the probe

responses are not larger than the irrelevant responses is

100% minus the probability that the probe responses are

larger than the irrelevant responses. The probability that

the probe responses are not larger than the irrelevant

responses is the statistical confidence for an information-

absent determination.

Any subject whose probability of being information-

present is less than 90% is determined to be information

absent. Mathematically, this means that any subject with as

high as 89.9% probability of being information-present is

determined to be information-absent. This is equivalent to

a probability of 100%-89.9% = 10.1% that the subject is

information absent. In summary, subjects are classified as

being information-absent with as low as a 10.1% mathe-

matically computed probability that the information-absent

determination is correct.

Since an information-absent subject does not differen-

tiate between probe and irrelevant stimuli (because he lacks

the knowledge contained in the probes), the probe and

irrelevant ERPs are expected to be virtually identical for

information-absent subjects. Thus, the expected value11 for

any statistic to estimate the probability that the probe

responses are larger than the irrelevant responses is 50%.

(This is the information-present probability for an infor-

mation-absent subject.) The expected value for the proba-

bility that the probes are not larger than the irrelevants is

also 50%. (This is the information-absent probability for an

information-absent subject).

Thus, if the true state of the subject is information

absent, and the test and the statistics work as designed, the

comparison-CIT statistical method is expected to compute

a statistical probability of 50% that the subject is infor-

mation-absent. In other words, the average statistical con-

fidence for a (correct) information-absent determination

with the brainwave-based comparison CIT is 50%, no

better than chance.

This is not merely a theoretical issue. The average sta-

tistical confidence for information-absent determinations in

all brainwave-based comparison-CIT studies reported to

date has been no better than chance (50%), in accord with

the predictions of the statistical model.

The results of the present study are consistent in this

regard with the previously reported results by ourselves

(Farwell et al. 2014) and all others who have reported their

actual results of applying the comparison CIT. Median

statistical confidence for information-absent determinations

with the comparison CIT was 48.7%. The comparison CIT

determined subject 17 to be information absent with a

computed statistical probability of 13.1% of being correct,

far less than chance.

Moreover, again in accord with the predictions of the

statistical model, approximately half of the information-

absent determinations made in all comparison CIT studies

to date have been invalid. That is, half of the information-

absent determinations have a probability of less than 50%

of being correct, according to the statistics with which they

were computed.

The comparison-CIT results of the present study are

consistent in this regard with the previously reported

results by ourselves (Farwell et al. 2014) and all others who

have reported their actual results. For the comparison CIT,

64% of information-absent results were nominally correct

but were invalid, having a computed probability of less

than chance (50%) of being correct.

Obviously, it is not statistically or scientifically valid to

report a result as follows: ‘‘Our data analysis algorithm has

determined that the subject is ‘information absent’ (or

‘innocent’). The computed probability that this is the cor-

rect determination is 13.1% [or any other probability less

than chance (50%)].’’ Determinations with less than a 50%

11 We use ‘‘expected value’’ in the strict statistical definition of the

term.
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computed probability of being correct are invalid. Such

determinations not only violate the canons of statistics.

They also fly in the face of logic and common sense.

Scientific standards contributing to low error
rate and high statistical confidence

The classification CIT as opposed to the comparison CIT:
standards 13, 14, and 17

As discussed above, the primary feature of the current

research methods that resulted in the low error rates and

high statistical confidences for the BF classification CIT

was our application of the classification CIT as opposed to

the comparison CIT (brain fingerprinting scientific stan-

dards 13, 14, and 17).

Our results reported here are consistent with previous

studies demonstrating that applying the classification CIT,

as opposed to the comparison CIT, is a necessary condition

for obtaining less than 1% error rate and greater than 95%

median statistical confidences (Farwell 2012, 2014; Far-

well et al. 2013, 2014), and in fact is a necessary condition

for achieving better-than-chance statistical confidences for

information-absent determinations.

A comparison with other previous studies on the BF

classification CIT, however, reveals that several other

features may have contributed to the low error rate and

high statistical confidences achieved here for the BF clas-

sification CIT.

Analyzing the full positive–negative P300-MERMER rather
than the positive P300 alone: standard 15

Our current study (and all others after Farwell and Donchin

1991, e.g., Farwell and Smith 2001; Farwell et al.

2013, 2014) included the full P300-MERMER (or P300

plus LNP) in analysis and achieved 0% indeterminates as

well as 0% errors. Farwell and Donchin (1991; see also

Murphy et al. 2011) met 18 of the 20 brain fingerprinting

scientific standards. However, they included only the P300

(300–900 ms post-stimulus) in their bootstrap correlation

computations, and omitted the full P300-MERMER (or

P300 plus LNP, 300–1500 ms post-stimulus).

Although Farwell and Donchin (1991) had the same 0%

error rate as the present study (and all of our other studies

after Farwell and Donchin), they reported 12.5% indeter-

minates. The criterion-dependent error-prevention buffer

achieved by Farwell and Donchin was 15%. The present

study achieved a criterion-dependent error-prevention

buffer of 81.4%. This indicates that the results of Farwell

and Donchin were much closer to producing an error than

those of the present study. As discussed above, including

the full brain response in the analysis may have contributed

to this difference in results.

Although standard 15 contributes to better performance,

in light of the adequate results of Farwell and Donchin

(1991) standard 15 is not a necessary condition for a

method that is viable for field use.

Situation-relevant targets: standard 4

In the present study we used target stimuli that were rele-

vant to the investigated situation. Farwell and Donchin

(1991) used targets that were unrelated to the investigated

situation and were made relevant only by task instructions

to press a particular button when they appeared. Farwell

and FBI forensic scientist Drew Richardson (Farwell et al.

2013) originated situation-relevant targets in response to

the demands of the real world. They used the BF classifi-

cation CIT to detect information known only to FBI agents.

In a pilot study that preceded Farwell et al. (2013), we

found that for information-present subjects, the brain

responses to probes—which were known, inherently rele-

vant, and immediately recognized—had shorter latencies

than brain responses to targets—which were previously

unknown, not immediately recognized, and inherently

irrelevant (having been made relevant only by task

instructions). This latency difference resulted in lower

correlations between the probe and target waveforms,

which in turn resulted in lower statistical confidences in

results for information-present subjects. (There were no

latency differences for information-absent subjects because

they did not recognize the probes).

When we replaced the unknown and inherently mean-

ingless targets with known targets that were relevant to the

investigated situation, the target brain response latencies

matched the probe brain response latencies, correlations

between probe and target brain responses were higher, and

statistical confidences for determinations were conse-

quently higher for information-present subjects.

This effect was particularly prominent when the probes

were acronyms known to and immediately recognizable by

FBI agents and the targets were (unknown and inherently

meaningless) random letter strings that were not acronyms

(as were the irrelevants). The random-letter-string targets

had longer latencies than the acronym probes. When the

experimental design was modified so that the targets were

also acronyms known to FBI agents, the latencies of the

corresponding target brain responses matched those of the

probes. This resulted in higher correlations between probe

and target brain responses and higher statistical confi-

dences in the resulting determinations.

One of the reasons that the present study, unlike Farwell

and Donchin (1991), had no indeterminate outcomes and

produced higher statistical confidences and a greater
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criterion-dependent error-reduction buffer than that previ-

ous study may be that we used situation-relevant targets in

the current study.

Although standard 4 contributes to better performance,

in light of the adequate results of Farwell and Donchin

(1991) standard 4 is not a necessary condition for a method

that is viable for field use.

Collecting a sufficient number of trials: standard 12

In the present study we collected and analyzed at least 108

probe trials and 108 target trials. Farwell et al. (2014) used

as few as 84 probe and target trials. A larger number of

trials results in less variability in the bootstrap averages and

therefore less variability in the bootstrap correlations, and

consequently can be expected to produce higher statistical

confidences (until a ceiling effect is reached). Although

both studies produced 0% error rates, the present study

produced higher statistical confidences that Farwell et al.

(2014). The present study produced criterion-independent

and criterion-dependent error-reduction buffers of 88.1 and

81.4% respectively. Farwell et al. produced lower criterion-

independent and criterion-dependent error-reduction buf-

fers of 73.5 and 64.2% respectively. This suggests that

Farwell et al.’s results were closer to producing an error

than those of the present study.

The difference in number of trials in the two studies may

have contributed to these differences in results.

Although collecting a sufficient number of trials as per

standard 12 contributes to better performance, in light of

the adequate results of Farwell et al. (2014) standard 12 is

not a necessary condition for a method that is viable for

field use.

Higher signal-to-noise ratio

In the current study we used a custom wireless headset that

automatically detected and counteracted electromagnetic

noise in the environment. This resulted in cleaner EEG

signals, i.e., a higher signal-to-noise ratio resulting from

less electromagnetic noise than has been encountered in

previous studies. This may have contributed to our low

error rate and high statistical confidences. Our use of

optimal digital filters (Farwell et al. 1993) also contributed

to a high signal-to-noise ratio and may have contributed to

the low error rate and high statistical confidences obtained.

Although these methods contributed to better perfor-

mance, in light of the adequate results of previous studies

they are not necessary conditions for a method that is

viable for field use.

Summary

We conducted two field experiments applying event-re-

lated brain potentials (ERP) in the detection of concealed

information. In Experiment 1 we conducted 18 ERP tests

applying the P300 and P300-MERMER to detect concealed

information regarding major terrorist crimes and other real-

world crimes around the world. In Experiment 2 we con-

ducted 5 ERP tests regarding participation in a classified

counterterrorism operation.

This study is a test of the brain fingerprinting scientific

standards hypothesis: that a specific set of methods for

ERP-based concealed information tests (CIT) known as the

brain fingerprinting scientific standards provide the suffi-

cient conditions to produce less than 1% error rate and

greater than 95% median statistical confidence for indi-

vidual determinations of whether the tested information is

stored in each subject’s brain. All previous published

results in all laboratories are compatible with this

hypothesis.

We recorded P300 and P300-MERMER ERP responses

to visual text stimuli of three types: targets contain known

information, irrelevants contain unknown/irrelevant infor-

mation, and probes contain the crime-relevant information

to be tested, information known only to the perpetra-

tor(s) and investigators. We compared results for the BF

classification CIT (wherein the brain fingerprinting scien-

tific standards are met) with the comparison CIT (wherein

the scientific standards are not met).

The classification CIT classifies the responses to probe

stimuli as being more similar to the responses (known,

relevant) targets or to (unknown, irrelevant) irrelevant

stimuli. If the bootstrapping statistical algorithm determi-

nes with a high statistical confidence that the probes can be

classified as being more similar to the targets than to the

irrelevants, the determination is ‘‘information present’’: the

subject knows the information. If the bootstrapping statis-

tical algorithm determines with a high statistical confidence

that the probes can be classified as being more similar to

the irrelevants than to the targets, the determination is

‘‘information absent’’: the subject does not know the

information. If no determination can be made with a high

statistical confidence, no determination is made; the out-

come is indeterminate.

The comparison CIT compares the responses to the

probes and the irrelevants to determine if the probe

responses are larger. If there is a high probability that the

probe responses are larger than the irrelevant responses, the

determination is information present. If not, the determi-

nation is information absent.
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Results of experiment 1

The BF classification CIT produced 0% error rate. The

comparison CIT produced 6% error rate.

As in previous studies, classification-CIT median sta-

tistical confidences were near 100%, whereas comparison

CIT statistical confidences were no better than chance for

information absent (IA) subjects (who did not know the

tested information). Over half of the comparison-CIT

determinations were invalid due to a less-than-chance

probability of being correct.

The BF classification CIT produced an overall median

statistical confidence of 99.6%, including a median statis-

tical confidence of 98.6% for information-absent (IA)

subjects and 99.9% for information-present (IP) subjects

(who know the tested information).

As in all previous studies, countermeasures had no effect

on the BF classification CIT.

The comparison CIT produced significantly lower sta-

tistical confidences than the classification CIT. The median

statistical confidence for all correct determinations with the

comparison CIT was 62.5%, somewhat better than chance.

The better-than-chance performance was entirely due to the

information-present statistical confidences. Median infor-

mation-absent statistical confidence was slightly less than

chance, 48.7%.

We computed classification operating characteristic

(COC) curves and area between the curves (ABC) for the

classification CIT and the comparison CIT. ABC for the

classification CIT was 0.97. ABC for the comparison CIT

was 0.41 if valid and invalid determinations are included as

‘‘correct’’ and 0.22 if only correct and valid determinations

are included as ‘‘correct.’’

These differences in results between the classification

CIT and the comparison CIT were statistically significant.

When the bootstrap probability computation results are

considered independent of criteria for information-present

and information-absent determinations, classification-CIT

results are higher than comparison-CIT results (p\ 0.001,

Wilcoxon matched-pairs signed-rank test). When subjects

are determined as information present or information

absent, statistical confidences for correct determinations

are higher for the classification CIT than for the compar-

ison CIT (p\ 0.001, Wilcoxon matched-pairs signed-rank

test).

Results of experiment 2

Experiment 2 applied only the BF classification CIT and

comprised only information-present subjects. Error rate

was 0%. Median statistical confidence was 96.6%. Coun-

termeasures had no effect on the BF classification CIT.

Our results support the brain fingerprinting scientific
standards hypothesis

These results, like all previous published results in our

laboratory and all others, support the brain fingerprinting

scientific standards hypothesis: that the BF classification

CIT provides sufficient conditions for achieving less than

1% error rate and greater than 95% median statistical

confidence for individual determinations.

These results indicate that applying the classification

CIT (and not the comparison CIT) is a necessary condition

for a reliable, accurate, and valid brainwave-based CIT.

The comparison CIT produces an order of magnitude

higher error rates IA statistical confidences no better than

chance.

Appendix 1

Brain Fingerprinting Scientific Standards

The following procedures comprise the Scientific Stan-

dards for Brain Fingerprinting Science. These standards

have been established in the peer-reviewed scientific lit-

erature, in four US patents and one UK patent, and in court

documents where Brain Fingerprinting and testimony on it

by Dr. Lawrence Farwell, the inventor of Brain Finger-

printing, were ruled admissible as scientific evidence in

court.

1. Use equipment and methods for stimulus presenta-

tion, data acquisition, and data recording that are

within the standards for the field of cognitive

psychophysiology and event-related brain potential

research. These standards are well documented

elsewhere. For example, the standard procedures

Farwell introduced as evidence in the Harrington

case were accepted by the court, the scientific

journals, and the other expert witnesses in the case.

Use a recording epoch long enough to include the

full P300-MERMER. For pictorial stimuli or realistic

word stimuli, use at least a 1800 ms recording epoch.

(Shorter epochs may be appropriate for very simple

stimuli.) Use correct electrode placement. The P300

and P300-MERMER are universally known to be

maximal at the midline parietal scalp site, Pz in the

standard International 10–20 system.12

12 To facilitate statistical analysis, we have re-numbered the Brain

Fingerprinting Scientific Standards, while retaining the original

wording of previous publications. Standards 1 and 2 have been

combined, 3 – 14 become 2 – 13, 15a becomes 14, and 15b becomes
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2. Apply brain fingerprinting tests only when there is

sufficient information that is known only to the

perpetrator and investigators. If possible, use a

minimum of six probes and six targets.

3. Use stimuli that isolate the critical variable: the

subject’s knowledge or lack of knowledge of the

probe stimuli as significant in the context of the

investigated situation. Obtain the relevant knowledge

from the criminal investigator (or for laboratory

studies from the knowledge-imparting procedure

such as a mock crime and/or subject training

session). Probe stimuli constitute information that

has not been revealed to the subject.

4. Divide the relevant knowledge into probe stimuli and

target stimuli. Target stimuli contain information that

has been revealed to the subject after the crime or

investigated situation. If initially there are fewer

targets than probes, create more targets. Ideally, this

is done by seeking additional known information

from the criminal investigators. Note that targets

may contain information that has been publicly

disclosed. Alternatively, some potential probe stim-

uli can be used as targets by disclosing to the subject

the specific items and their significance in the

context of the investigated situation.

5. For each probe and each target, fabricate several

stimuli of the same type that are unrelated to the

investigated situation. These become the irrelevant

stimuli. Use stimuli that isolate the critical variable.

For irrelevant stimuli, select items that would be

equally plausible for an information-absent subject.

The stimulus ratio is approximately one-sixth probes,

one-sixth targets, and two-thirds irrelevants.

6. Ascertain that the probes contain information that the

subject has no known way of knowing, other than

participation in the investigated situation. This

information is provided by the criminal investigator

for field studies, and results from proper information

control in laboratory studies.

7. Make certain that the subject understands the signif-

icance of the probes, and ascertain that the probes

constitute only information that the subject denies

knowing, as follows. Describe the significance of

each probe to the subject. Show him the probe and

the corresponding irrelevants, without revealing

which is the probe. Ask the subject if he knows

(for any non-situation-related reason) which stimulus

in each group is situation-relevant/crime-relevant.

Describe the significance of the probes and targets

that will appear in each test block immediately

before the block.

8. If a subject has knowledge of any probes for a reason

unrelated to the investigated situation, eliminate

these from the stimulus set. This provides the subject

with an opportunity to disclose any knowledge of the

probes that he may have for any innocent reason

previously unknown to the scientist. This will

prevent any non-incriminating knowledge from

being included in the test.

9. Ascertain that the subject knows the targets and their

significance in the context of the investigated

situation. Show him a list of the targets. Describe

the significance of each target to the subject.

10. Require an overt behavioral task that requires the

subject to recognize and process every stimulus,

specifically including the probe stimuli, and to prove

behaviorally that he has done so on every trial.

Detect the resulting brain responses. Do not depend

on detecting brain responses to assigned tasks that

the subject can covertly avoid doing while perform-

ing the necessary overt responses.

11. Instruct the subjects to press one button in response

to targets, and another button in response to all other

stimuli. Do not instruct the subjects to ‘‘lie’’ or ‘‘tell

the truth’’ in response to stimuli. Do not assign

different behavioral responses or mental tasks for

probe and irrelevant stimuli.

12. In order to obtain statistically robust results for each

individual case, present a sufficient number of trials

of each type to obtain adequate signal-to-noise

enhancement through signal averaging. Use robust

signal-processing and noise-reduction techniques,

including appropriate digital filters and artifact-

detection algorithms. The number of trials required

will vary depending on the complexity of the stimuli,

and is generally more for a field case. In their

seminal study, Farwell and Donchin (1991) used 144

probe trials. In the Harrington field case, a murder

case wherein brain fingerprinting and Farwell’s

testimony in it were admitted in court as scientific

evidence, Farwell used 288 probe trials (Farwell

et al. 2013; Harrington v. State 2001). In any case,

use at least 100 probe trials and an equal number of

targets. Present three to six unique probes in each

block.

13. Use appropriate mathematical and statistical proce-

dures to analyze the data. Do not classify the

responses according to subjective judgments. Use

statistical procedures properly and reasonably. At a

minimum, do not determine subjects to be in a

category where the statistics applied show that the
Footnote 12 continued

15. Part (b) of former Standard 4 is moved to new Standard 4 (former

Standard 5). 16 – 20 remain the same.
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determination is more likely than not to be incorrect,

i.e., statistical confidence is less than 50%.

14. Use a mathematical classification algorithm, such as

bootstrapping on correlations, that isolates the crit-

ical variable by classifying the responses to the probe

stimuli as being either more similar to the target

responses or to the irrelevant responses.

15. In a forensic setting, conduct two analyses: one using

only the P300 (to be more certain of meeting the

standard of general acceptance in the scientific

community), and one using the P300-MERMER (to

provide the current state of the art).

16. Use a mathematical data-analysis algorithm that

takes into account the variability across single trials,

such as bootstrapping.

17. Set a specific, reasonable statistical criterion for an

information-present determination and a separate,

specific, reasonable statistical criterion for an infor-

mation-absent determination. Classify results that do

not meet either criterion as indeterminate. Recognize

that an indeterminate outcome is not an error, neither

a false positive nor a false negative. Error rate is the

percentage of information-present or information-

absent determinations that are false positives and

false negatives respectively; accuracy is 100% minus

the error rate.

18. Restrict scientific conclusions to a determination as

to whether or not a subject has the specific situation-

relevant knowledge embodied in the probes stored in

his brain. Recognize that brain fingerprinting detects

only presence or absence of information – not guilt,

honesty, lying, deception, or any action or non-

action. Do not offer scientific opinions on whether

the subject is lying or whether he committed a crime

or other act. Recognize that the question of guilt or

innocence is a legal determination to be made by a

judge and jury, not a scientific determination to be

made by a scientist or a computer.

19. Evaluate error rate/accuracy based on actual ground

truth. Ground truth is the true state of what a

scientific test seeks to detect. Brain fingerprinting is a

method to detect information stored in a subject’s

brain. Ground truth is whether the specific informa-

tion tested is in fact stored in the subject’s brain.

Establish ground truth with certainty through post-

test interviews in laboratory experiments and in field

experiments wherein subjects are cooperative. Estab-

lish ground truth insofar as possible through sec-

ondary means in real-life forensic applications with

uncooperative subjects. Recognize that ground truth

is the true state of what the subject in fact knows, not

what the experimenter thinks the subject should

know, not what the subject has done or not done, and

not whether the subject is guilty, or deceptive.

20. Make scientific determinations based on brain

responses. Do not attempt to make scientific deter-

minations based on overt behavior that can be

manipulated, such as reaction time.

Supplementary Information The online version contains

supplementary material available at https://doi.org/10.1007/s11571-

022-09795-1.
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